
AD BRIDGE ADMINISTRATION

BEYONDTRUST TRAINING FOR SECURITY 
PROFESSIONALS

The AD Bridge Administration course is designed for the 
security professional tasked with installation, administration, 
and monitoring with AD Bridge. Students learn how to install 
the product’s components, connect a Unix host to Active 
Directory, create and configure Group Policy Objects, and 
configure Active Directory users for Unix/Linux logon via 
console, SSH, and PuTTY.

FLEXIBLE TRAINING OPTIONS: ON-SITE or 
VIRTUAL  

This course is available as a virtual instructor-led course or 
on-site at your location. The course length is two days 
on-site, or 12 hours over 3 days virtually. The course is led by 
a BeyondTrust certified instructor. Earn up to 12 hours of 
Continuing Professional Education (CPE) credits.

       
 

KEY LEARNING OBJECTIVES

• Architecture Overview – understand the  
architecture, traffic flow, and general functionality 
of AD Bridge 

• Initial Configuration – learn about the logging and 
management tools of AD Bridge and how to  
configure them properly

• Extend Group Policy Objects (GPO) – understand how 
to create GPO(s) that manage users and their  
attributes  automatically

• Manage Identity Agents – learn about agent services 
and how to manage and troubleshoot issues

MAXIMIZE ROI WITH BEYONDTRUST UNIVERSITY TRAINING  
BeyondTrust University training services are designed to maximize your investment in BeyondTrust technologies by educating your 

users on best practices for configuring and using our products. Superior training is part of our commitment to help you obtain the 

maximum benefit possible from the entire BeyondTrust solution. Our training options will give your organization the foundational 

knowledge needed to administer, configure, and utilize BeyondTrust for optimum performance. You can select from a variety of 

modular training courses to ensure your team receives relevant education.

GET CERTIFIED BY BEYONDTRUST
Participants who successfully complete AD Bridge 

Administration training are eligible to take the associated 
BeyondTrust Certification exam.

20220923Recording and material reproduction rights are not included. Train-the-Trainer courses are also available.



AD BRIDGE ADMINISTRATION
For Security Professionals

UNIT 1
Laying The 
Foundation

Course Overview and objectives
LESSON 1: Technical Overview
LESSON 2: Deployment Overview

INTRODUCTION

LESSON 1:  Management Tools
LESSON 2: Provisioning Users
LESSON 3: Cells
LESSON 4: Agent Deployment

LESSON 1: GPO Configuration
LESSON 2 User Management

LESSON 1: Agent Architecture
LESSON 2: Troubleshooting Logins
LESSON 3: Agent Troubleshooting
LESSON 4: Troubleshooting SSO Logins

UNIT 2
Installation and 
Configuration

UNIT 3
Group Policy & 

Managing Users

UNIT 4
Managing  

Identity Agents

CONFIGURE
 POLICIES & 

APPLICATIONS

ABOUT BEYONDTRUST
BeyondTrust is the worldwide leader in intelligent identity and access security, empowering organizations to protect identities, stop threats, 
and deliver dynamic access to empower and secure a work-from-anywhere world. Our integrated products and platform offer the industry’s 
most advanced privileged access management (PAM) solution, enabling organizations to quickly shrink their attack surface across traditional, 
cloud and hybrid environments.With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to 
deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the Fortune 100, and a global partner 
network. Learn more at www.beyondtrust.com.
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