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The Windows platform has always struggled with administration and privilege. In its early days, Windows typically filled 
departmental and small-business niches, where one or two human beings needed to wield essentially unlimited power 
over their handful of servers. As Windows grew to fill roles in larger networks, both the OS and the server products built 
upon it did not always evolve to include more granular permission structures for administrators. The result has been an 
industry that, in general, relies on fully-privileged administrator accounts to accomplish even minor administrative tasks. 
We know it is a poor practice, but what else can we do?

Fortunately, several different events and technologies are converging to provide an exciting new opportunity.

The Problem with Administrators: Too Much Privilege
The traditional problem with server administration has been that administrators simply have too much power. The 
well-known and –established Principle of Least Privilege (PoLP; sometimes called Principle of Least Access or PoLA) 
states that a user’s account should have only enough privilege to perform the task at hand. In reality, that would require 
administrators to have dozens and dozens of user accounts, each one carefully crafted permissions for various specific 
tasks. That is obviously impractical. Actually, it is often impossible, simply because server products rarely offer security 
settings that are granular enough to make such a thing possible. There is just no way to configure products’ permissions 
so that users can be restricted to perform very constrained, specific tasks – and nothing else.

This situation creates two unfortunate results. First, administrators typically use a single “normal user” account and a 
second “all-powerful” administrative account – essentially, “all or nothing” when it comes to privilege. Second, it is often 
difficult to give every user in the organization the ability to do their jobs efficiently. Because products do not offer highly 
granular security, many users are prohibited from performing administrative tasks simply because they can’t be given 
a user accounts that has less-than-total powers. “In order to perform that one task, I have to give you permission to 
basically do anything, so I’m not giving you permission to do anything.”

The industry’s approach, thus far, has been scattershot. Individual Microsoft products address the problems in different 
ways. SharePoint Server has its own internal users and groups; Exchange Server has its own unique Role-Based Access 
Control (RBAC) system. SQL Server uses it own system of server and database roles. Every product is different, creating a 
mess that’s difficult to configure, difficult to audit, and difficult to even figure out. 

Organizations often attempt to compensate through the use of home-grown tools. Administrators created script-
based tools like HTML Applications (HTAs) and packaged PowerShell scripts that are run under a highly-privileged 
account, giving “normal” users a limited user interface with which to accomplish specific tasks. These are also a security 
nightmare: They often rely on hardcoded high-privilege credentials; they create ongoing maintenance overhead, and 
often offer little in the way of formal logging and auditing. They’re “hacks,” brought about by necessity and the lack of 
truly granular permissions in the server products.

That’s why, in most organizations, Principle of Least Privilege is observed more in thought than in deed.

A Solution is Right in Front of Us - Almost
Administrators who create home-grown “proxy tools” – tools that run with high levels of privilege but restrict their users’ 
capabilities by internally limiting what they can do – actually have the right idea. In fact, there’s a long history of third-
party software vendors who create well-architected tools that use the same approach.

Essentially, vendors create proxy administration servers. Administrators use the vendor’s management interface, which 
provides its own granular permissions. The interface limits what admins can do, and the proxy service itself performs 
the actual actions under a highly-privileged account. Professionally built tools provide better management of high-
privileged accounts, better audit trails, and so forth.
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There have really only been two barriers to widespread adoption of this approach. First, it requires administrators to 
learn all-new management interfaces, rather than enabling them to use the native tools supplied by Microsoft. Second, 
and more importantly, you had to buy a separate tool for every little thing you wanted to manage: Active Directory, 
Exchange, SQL Server, and so forth. From a purely financial perspective, it just isn’t practical.

But that’s changing.

The PowerShell Opportunity
We’re entering an interesting new phase of server administration in Windows-based networks. After years of having 
every server product – Exchange Server, vSphere, SharePoint Server, Windows Server itself, and so on – have their 
own management tools and protocols, Microsoft is finally consolidating everything into Windows PowerShell, a .NET 
Framework-based management engine. 

They’re also whittling down the dizzying array of management protocols we’ve had to deal with, moving all 
administrative communications to the protocol that underlies PowerShell Remoting. On the face of it, this new direction 
offers better consistency, better administrative reach, and better efficiency. But it’s still not perfect.

Administrators interact directly with PowerShell by running commands in a command-line interface (CLI); PowerShell 
also powers the more traditional graphical user interface (GUI) management consoles for these products. Nearly all of 
the Microsoft server line, and more than a few third-party server applications, offer at least some manageability through 
PowerShell. The important point here is that PowerShell acts as a kind of universal middleman for administration. 
Everything either is, or will be, instrumented through PowerShell.

A key deliverable in PowerShell v2 was PowerShell Remoting, the ability of one PowerShell instance to connect to a 
remote machine, start a copy of PowerShell there, and transmit commands for the remote machine to run. Now, any 
management tool – CLI or GUI – that uses PowerShell as its engine can connect to one or more remote servers to 
execute commands. This promises to revolutionize server management by making administration more efficient and 
more scalable, and by moving responsibility for administrative communications from the management application to 
PowerShell itself.

Think about it: Suddenly, developers can easily create management tools that “talk” to remote servers, simply by asking 
PowerShell to do it for them. Commands are sent to the remote server, the server executes the commands, and the 
results are either sent back to the originator, to be displayed as text in a CLI, or interpreted as icons and other graphical 
elements in a GUI.

PowerShell Remoting is based on tried-and-true Internet technologies, including HTTP and HTTPS. It’s easily routable 
through a corporate network and can be passed through firewalls with little difficulty. What’s more, by using the native 
Windows authentication protocols – Kerberos and CredSSP – administrators’ credentials are delegated across the 
Remoting connection. That means Remoting is security-transparent: It adds nothing, and subtracts nothing, from the 
organization’s security situation. An administrator can remotely perform whatever tasks they’d normally be able to perform 
locally.

And therein lies the problem.

A Single Security Gate
PowerShell and its Remoting technology create an opportunity to solve this problem because, for the first time, we’re 
able to run all management communications through a single pipe. Think about it: Whether they’re running commands 
in a shell, running a script, or using a GUI, administrators are using PowerShell. When those management tools need 
to talk to a server, they’re doing it over Remoting. It’s one channel, and it creates an opportunity for us to imagine a 
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security “gate.” No longer do we need to build an all-new management interface to provide more granular administrative 
permissions. Instead, we can simply intercept actions at the common PowerShell level. Although Remoting itself 
is security-neutral, we can intercept Remoting to add a universal, more granular layer of security to administrative 
activities.

In other words, rather than sending PowerShell commands from an administrator’s workstation directly to a server, we 
could send them first to a “middleman,” which could examine the commands being run and apply however granular a 
security system we want. It could decide which commands actually have to execute, essentially layering a more detailed 
set of security permissions on top of products’ native ones. 

Such an approach would also solve a nascent concern about PowerShell Remoting: Auditing. Natively, PowerShell has no 
means of forcing administrators to leave a record of the commands they execute on remote servers. With a “middleman” 
approach, the security gate could not only examine commands and apply granular security permissions, but also log 
each command that was run, creating an audit log capable of satisfying the most demanding and rigorous auditor.

This isn’t a pipe dream. The strides made by Microsoft product teams for Exchange Server, SQL Server, System Center, 
SharePoint Server, and more are making this a reality right now. The reality is even more compelling when you realize 
the number of third party vendors – like IBM, VMware, Cisco, Citrix, and so on – who’ve also jumped on the PowerShell 
bandwagon.

POWERBROKER® SERVERS WINDOWS® EDITION

BeyondTrust has been a player in the privilege management space for years, and they’ve combined their experience 
with the opportunity offered by PowerShell and its Remoting technology.

PowerBroker Servers Windows Edition approach consists of three parts:

•	 The administrator’s workstation. This actually just runs a standard, unmodified copy of Windows PowerShell, but it’s 
configured to send PowerShell’s HTTP Remoting traffic through a proxy server. This proxy configuration only affects 
PowerShell traffic, and it’s configured using standard, supported Windows networking mechanisms.

•	 The proxy server. This acts as a gateway, examining each incoming remoting request and determining if that 
administrator is allowed to connect to the specified server or not. It’s essentially a kind of firewall, denying all traffic 
by default and only passing along Remoting traffic that is explicitly allowed by a configured policy.

•	 The server. Again, this runs a standard installation of Windows PowerShell that’s been extended by a PowerBroker 
Servers agent, and which is run under a centrally-managed, highly-privileged account. PowerShell receives 
the Remoting traffic from the proxy server, and the agent examines each command that is received. The agent 
communicates with the PowerBroker server to see if that administrator is allowed to run that command, and handles 
logging of commands as well. The agent is smart enough not to accept Remoting connections that don’t come 
through the proxy, ensuring the system isn’t bypassed.

The beauty of this approach is in its elegance. PowerShell Remoting is designed to work through HTTP proxy servers 
when necessary; PowerBroker Servers simply leverages that design to insert some security-focused intelligence into 
the process. By intercepting all PowerShell traffic, PowerBroker Servers becomes a security gate – much like a firewall. 
Its agent can be configured with incredibly detailed permissions, all the way down to individual command parameters. 
“Joe can run this command with any parameter; Nick can run the command, but he can’t change these three parameters 
from their defaults.” It also creates the most detailed-possible log of all administrative activity.

This level of granularity for server management has frankly never been possible in a Windows-based environment – but 
because PowerShell is being adopted by so many third-party software vendors, it isn’t limited to just Microsoft products. 
VMware vSphere, IBM, Cisco, and many other vendors all offer products that include PowerShell-based manageability, 
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and the list will only grow longer as time goes on.  

Other Benefits of PoLP
Most organizations continue to rely on basic password authentication – even for highly privileged administrative 
accounts. We’re all aware that passwords are far from the strongest, most secure means of authentication; we use them 
because they’re easy, cheap, and convenient. The problem is that a compromised administrative password can give an 
attacker full access to the entire environment. With true Principle of Least Privilege implemented in your environment, 
you can significantly mitigate the risk associated with a compromised password, simply because user accounts – even 
administrative ones – can have much more constrained, granular privileges.

PowerShell Adoption
PowerBroker Servers’ approach to PoLP does rely on PowerShell, which means in order for it to be effective, PowerShell 
needs to be leveraged by key servers and business applications within your organization.” PowerShell v2 is a mature, 
stable product, and is available for Windows XP, Windows Server 2003, and later. It is installed by default on Windows 7 
and Windows Server 2008 R2; as those versions of Windows are deployed within your organization, you essentially get 
PowerShell “for free.” Going forward, future versions of Windows – both client and server – will have PowerShell installed 
by default, as well as having Remoting installed and enabled by default. 

Keep in mind that even organizations who don’t interact directly with PowerShell’s CLI will still use PowerShell, and 
Remoting, as they’re the underlying administrative engine and communications technology that powers Microsoft’s 
next-generation GUI consoles. That means any organization moving to Microsoft’s current- and next-version Windows 
operating systems can leverage PowerBroker Servers’ solution for PoLP implementation.

Summary
Microsoft’s move toward a single technology – PowerShell – for administrative functionality, and their consolidation 
to Remoting as an administrative communications protocol, creates a significant new opportunity for security and 
auditing. By utilizing PowerShell as a “security gate,” and by proxying its traffic through an appropriate “middleman” 
server, organizations can gain both highly granular control over permissions and incredibly detailed audit logs of 
administrator activity. These capabilities are beyond the various security mechanisms native to Windows and to server 
applications, giving organizations the ability to truly – and finally – achieve the granular security permissions and 
detailed logging that they’ve always wanted.
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With more than 25 years of global success, BeyondTrust is the pioneer of Privileged Identity Management (PIM) 
and vulnerability management solutions for dynamic IT environments. More than half of the companies listed 
on the Dow Jones Industrial Average rely on BeyondTrust to secure their enterprises. Customers include eight 
of the world’s 10 largest banks, seven of the world’s 10 largest aerospace and defense firms, and six of the 10 
largest U.S. pharmaceutical companies, as well as renowned universities.  The company is privately held, and 
headquartered in Carlsbad, California. For more information, visit beyondtrust.com. 
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