
STREAMLINE THE PROCESS OF GRANTING ACCESS FOR THIRD PARTIES

 
VENDOR ONBOARDING

Reduce the manual overhead of 
managing vendor teams

Streamline the process of adding 
or offboarding new vendors 

Eliminate remote access 
blindspots and the risks of shared 
accounts 

To learn more or view a demo: 

beyondtrust.com/remote-access

IT teams want to get tools into the hands of users quickly, but 
onboarding new third parties, vendors, or suppliers can be a 
time-consuming and repetitive process – one that’s ripe for 
automation. 

Included with BeyondTrust Privileged Remote Access, Vendor 
Onboarding reduces the manual overhead of managing vendor 
teams and third-party users by delegating portions of the vendor 
user administration to trusted sub-admins or vendor admins. 
This streamlined process eliminates the risk of shared accounts 
while providing an easier path to adding new vendor users. 

Three Steps to Enable Vendor Onboarding:
1. Create A Group Policy

Once the administrator defines policy settings for the new 
Group Policy, he can assign a Vendor Admin to that policy. 
The Vendor Admin can then manage the onboarding and 
offboarding of managed users for the specified policy.

2. Create A Vendor Group(s)

The delegated administrator for each group can add or remove users 
themselves, and the assigned group policy ensures the correct level 
of access is enabled for all users in that group.

3. Enable a Vendor Portal

Administrators can create and customize portal pages for specific 
vendors, allowing users to register for the access they need, when 
they need it. The Vendor Portal can be restricted to specific email 
domains or IP range.

BeyondTrust Privileged Remote Access enables security professionals to 
control, manage and audit remote privileged access to critical IT and OT 
systems by authorized employees, contractors, and third-party vendors. 
Connect from anywhere, to anywhere, with comprehensive features 
designed to maximize productivity – no VPN required. 

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering companies to 
secure and manage their entire universe of privileges. The BeyondTrust Universal Privilege Management 
approach secures and protects privileges across passwords, endpoints, and access, giving organizations the 
visibility and control they need to reduce risk, achieve compliance, and boost operational performance.  

beyondtrust.com 

https://www.beyondtrust.com/remote-access

