
Active Directory Bridge
Make Unix and Linux First-Class Citizens in Windows Environments 

BeyondTrust Active Directory Bridge centralizes authentication and 
configuration management for Unix and Linux environments by extending 
Active Directory’s Kerberos authentication and single sign-on and Group Policy 
capabilities to these platforms.

Features and Capabilities

Active Directory Authentication

Enable users to use their Active Directory credentials (username and 
password) to gain access to Unix and Linux.

Group Policy

Extend the capabilities of native group policy management tools to include 
specific group policy settings for Unix, and Linux — achieving a consistent 
configuration across the enterprise.

Auditing and Reporting

Leverage a centralized and secure reporting module with hundreds of built-in 
regulatory-specific reports.

Access Control

Centrally control access to non-Windows systems by defining which users are 
permitted to log on to which systems via Active Directory.

Single Sign-On

Seamlessly transition users from desktop to remote machines, or between 
systems, without the need to constantly re-enter credentials. By leveraging 
Kerberos, Active Directory’s authentication protocol, single sign-on is easy, 
regardless of platform.

Remote Smart Card Authentication

Perform smart card authentication without having to be physically next to the 
server to insert the smart card.

Improved Efficiency  
Provide a single familiar toolset 
to manage both Windows and 
Unix/Linux systems.

Easier Compliance
Provide audit details to audit and 
compliance teams and centrally 
manage group policies.

Enhanced Security
Expand single sign-on (SSO) and 
file sharing, and control access to 
non-Windows systems.



“Starting with AD Bridge made 
all the difference in speeding 
up the execution of our zero 
trust strategy at Investec.”

Brandon Haberfeld, 
Global Head of Platform Security, 

Investec

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering organizations to protect identities, 
stop threats, and deliver dynamic access to empower and secure a work-from-anywhere world. Our integrated products and 
platform offer the industry’s most advanced privileged access management (PAM) solution, enabling organizations to quickly 
shrink their attack surface across traditional, cloud and hybrid environments.

beyondtrust.com
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How It Works

Business Benefits

Improved Efficiency

• Use AD credentials to gain access to Unix and Linux

• Perform account maintenance and password updates through ADUC

• Unify policies and simplify deployments and upgrades

Easier Compliance

• Provide audit details to audit and compliance teams via  
enterprise-spanning access and authorization reports

• Achieve a consistent configuration across the enterprise

Enhanced Security

• Single sign-on for any enterprise application that sup-ports  
Kerberos or LDAP

• Support for Remote Network file share access

• Centrally control access to non-Windows systems

Platform Support 

Supports a wide range of 
Unix and Linux platforms 
including CentOS, Debian, 
Fedora, FreeBSD, HP-UX, 
IBM AIX, Oracle Enterprise 
Linux, Suse, RedHat, Solaris, 
Ubuntu, and others. 


