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Executive Summary
The recent pandemic has highlighted the pivotal role of digital transformation (DX) 
and hastened its pace in Asia/Pacific, boosting the demand for technologies like cloud, 
Internet-of-Things (IoT), big data analytics, and mobility, among others. Transforming into 
a “digital-first” organisation is increasingly the end goal to not only strengthen resilience 
against unforeseen crises but to support future growth.

Unfortunately, as organisations digitally transform, so does cybercrime. Cyberattacks 
are becoming increasingly sophisticated and widespread. The pandemic has caused a 
massive shift to remote/hybrid working, and to digital platforms for many aspects of daily 
life. The consequence is an explosion of privileged users, accounts, remote access, and 
endpoints outside of the safety perimeters of the office-based network, towards a range 
of edge devices and end-user devices that must be managed in a different way. This has 
provided threat actors with even greater opportunities to mount cyberattacks. 

Regardless of how the pandemic impacts individual countries, cybercrime will continue to 
be a challenge and has indeed been identified by Interpol as a significant global issue.1

Identity and privileged access management (PAM), is a cornerstone of organisations’ 
defence against attacks, protecting critical data, devices, endpoints, and other assets 
from being compromised, based on the principle of least privilege access.

Across the Asia/Pacific (APAC) region, security investments into identity and PAM is the 
number 1 focus of investment for 2021 and beyond.2 Globally, PAM is expected to grow 
at a 9.7% compound annual growth rate (CAGR) from 2020 to 2025.3

This IDC InfoBrief delves deeper into the topic and recommends best practices to 
mitigate and protect against cyber risks. 

Sources:
1 https://www.interpol.int/News-and-Events/News/2021/Immediate-action-required-to-avoid-Ransomware-pandemic-INTERPOL
2 IDC Aisa Pacific IT Services Study 2021, n=879
3 IDC Worldwide Identity Forecast, 2021–2025: IDC Doc#US47318121 July 2021



The drive to be digital first in APAC and where 
investment spend is going 
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IDC studies have shown that, regardless 
of industry, increased investment into 
DX initiatives results in improved APAC 

businesses’ performance across a range of 
metrics including revenue, agility, and talent 

acquisition and retention. 

While APAC organisations are committed to 
technologies that would enhance inter-industry 
collaboration and innovation, investments into 

security tools for intelligent monitoring of 
end-user behaviours is lagging.  

Looking at future IT investments, while many 
business leaders wish to see a return to the 

office, the reality is that hybrid working is here 
to stay. Investing in building a hybrid working 
model, one that supports onsite and remote 

working securely, has to be the goal. 

of APAC organisations 
gained a more than 

10% improvement in 
revenue as a result of 

DX investments 
in 2020.

45% The main direct DX 
investment benefits 
were organisational 

agility, talent 
engagement and 

retention, as well as 
revenue generation 

from newly launched 
products/services.

61%
of APAC organisations 

expect an increase in IT 
spending as a result of 

cross-industry ecosystem 
collaboration and 

innovation.

1/3
Only one-third of APAC 

organisations have 
deployed any form of 
technology to monitor 
end-user behaviour for 

security anomalies.

41%
remote-first/friendly

38%
return to office 

permanently/fixed 
schedule

Gains from 
DX investments

Where investments 
are going

Where future 
investments should go
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Cloud computing underpins future technology investments
but brings with it complexities and potential risks, if not sufficiently addressed

Cloud adoption for 
digital transformation, APAC

Commit a majority of 
resources, skills, and 
development to a primary 
cloud platform

Consciously spread 
resources, skills, and 
development across several 
cloud platforms

Seek to use 
cross-cloud 
solutions

Cloud platforms 
will not play a 
significant role

Aggressively 
leverage open 
source options

Source: IDC Future Enterprise and Resiliency Spending Study Wave 7 August 2020, n = 483
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43%

26%

19%

10%

2%
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Cloud adoption is at the core of a digital-first strategy with 98% of all organisations across APAC expecting to use 
some form of cloud to drive their DX efforts over the next 2 years.

In a digital-first environment, with the ongoing demand for remote working solutions, there are rising concerns 
around cyberthreats, particularly for the digitally less mature organisations which are more prone to cyberattacks.

Cloud changes many of the traditional IT security control points. Pre-cloud computing by the IT security team was 
highly focused on infrastructure, networks and systems, and devices, but in the hybrid multicloud era, these control 
points will shift to identity, data, applications, and devices.

Holistic security processes that identify when new systems are created and abandoned need to be included in the 
security protocol. DevOps abounds with stories of test systems left running, and often exposed. Enrolling all cloud 
activities into the security monitoring and management processes becomes critical.

In this respect, PAM becomes a useful approach to manage endpoint, device, and identity.



Hybrid work creates an ongoing security risk

Source: IDC Future of Work Survey 2020, n = 418 December 2020

Not all roles are created equal, and not all roles are intended to remain onsite in a 
post-pandemic environment. IDC research shows that slightly more than half of employees will 
be working remotely or in a hybrid setup post COVID-19. With such a high proportion of the 
workforce accessing corporate applications and systems remotely, it creates a level of ongoing 
risk that needs to be addressed with improved identity management tools.

PAM tools have traditionally been used for key members of the IT teams, but with so many critical 
roles now outside of the safety of the corporate network, there is a need to consider extending 
PAM to those across the organisation and beyond. In particular, with the increased investment 
in edge computing and IoT, devices and applications should be considered as “identities” 
that need monitoring and securing, to ensure they only communicate in a predictable 
manner. Any change to the expected activity can then be flagged as a potential risk. 

Location of work Who will be remote/hybrid and who will be onsite?
Almost half of the Asia/Pacific respondents surveyed expected to return to office post COVID-19. IDC research indicates that in Asia/Pacific, procurement, supply chain, and operations roles are more suited to 

onsite working while remote/hybrid working may be more fitting for sales, marketing, and legal roles.

In workplace Hybrid

HybridOnsite Work from home

Work from home

Legal/Finance/
HR

Executive Sales/Marketing & 
Customer Service

Engineering 
and Product 

Dev/R&D

Operations, 
Supply Chain & 
Procurement 

30.5 25.1 24.2 21.4
15.1

31.8
47.8%

22.1%

30.2%

35 38.5
31.3

31.3

37.7 39.9 37.3 47.3 53.6
ANZ 39.7%
ASEAN 58.9%

ANZ 42.6%
ASEAN 34.8%

ANZ 17.6%
ASEAN 15.2%
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Digital first drives new demands for software development 
and partnerships

Source: IDC Future Enterprise and Resiliency Spending Study Wave 5 June 2021, n = 367

The drive towards digital first is motivated by the increasing need to meet the demands 
and expectations of customers. This new agile approach to software development can 
create a competitive advantage in many markets. It is generating huge new opportunities 
for software development, including low-code and no-code development tools, resulting 
in a new category of developer identities that sit outside the traditional IT organisation.

The DevOps movement has adopted the term DevSecOps to address the needs of 
security. But a truly secure development process would take a SecDevOps approach 
at the outset to assure security in the process, the code, the data used, and the 
identities involved.

Each of these areas brings with it a new set of superusers – each of them could 
be the source of a new breach, if not managed properly. Governance processes to 
improve data controls and reduce security risks need to be considered.

For many organisations, the DevOps skills have to be outsourced to third parties. For 
others, this goes as far as having partners manage systems and infrastructure. In light 
of this, organisations need a solution that can monitor and manage access to systems 
whether they are employees, contractors, or third-party organisations. 

This is where PAM can excel. PAM can help organisations not only monitor, but 
also manage the increasing number and role of individuals and identities that 
are writing software code for the organisation. As the no-code/low-code movement 
expands to other business units, the need to be able to manage, secure, and audit 
these new roles can be addressed by a PAM solution.

Organisational approach to 
software innovation, APAC

Sponsored by BeyondTrust 6

We initiate 
software 
projects 

reactively

We build 
software projects 

in silos

We have the 
technology, people, 

and processes in 
place

We have the 
foundation 
in place for 
repeatable 

digital 
innovation 

12.5%

35% 39.5%

13%
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The growing need for visibility  

Source: The CIO’s Guide to Building Future IT Capabilities: Trusted and  Secure Enterprise — Embedded Trust. IDC Doc #US.48132221

According to IDC research, creating a trusted and secure enterprise is an essential 
attribute of a future enterprise. While “trust” is the goal for IT, digital infrastructure still 
requires ubiquitous visibility and reach to protect the organisation from harm. This 

CIO guidance — real-time 
operations visibility

The strategic capabilities model 

Focus capability development on instantiating 
real-time visibility into all parts of the 
environment.

Develop core competence for trusted user 
connectivity including management of device 
usage and ongoing activity, based on defined 
and tested trust criteria. 

Security skills will need to extend into all aspects 
of IT control activities, including regularly stress 
testing the high-risk and probable scenarios to 
assess the impact on operations.

Leadership and 
governance

Digital 
infrastructure

Trusted 
and secure 
enterprise

IT products 
and services

IT innovation 
and intelligence

Fu
tu

re
 fo

cu
s

St
ra

te
gi

c 
ca

pa
bi

lit
y

Strategic 
connections

Ubiquitous 
visibility and 

reach

Embedded 
trust

Ecosystem 
management

Intelligence 
engineering
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visibility needs to increase as remote workers undertake more critical roles and as these 
critical roles extend beyond the traditional organisational perimeters.
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Embedded trust

PAM — addressing the need for visibility

Source: The CIO’s Guide to Building Future IT Capabilities: Trusted and  Secure Enterprise — Embedded Trust. IDC Doc #US48132221

While extensive user behaviour monitoring may be beyond the capabilities of many organisations, the ability to manage and scrutinise the activities of more critical identities on the 
network is fast emerging as a sweet spot for success. These user accounts tend to be high profile targets for hackers seeking to steal identities and credentials, so focusing the early 
stages of monitoring activities on these significant roles can address many of the higher-level risks faced by an organisation.

PEDM solutions are a class of PAM solutions that are designed to grant user access to privileged corporate environments on a granular basis. While monitoring activities of 
privileged accounts is important, PEDM allows organisations to reduce unnecessary privileges and implement least privilege, in return reducing the attack surface of their 
organisation. This in turn helps meet requirements of programmes such as the Australian Essential Eight.

PAM sits at the crossroads of 
identity management, access 
control, authentication, and 
governance, by controlling, 
monitoring and reporting on 
how an organisation’s most 
powerful IT users perform 
their duties. While regulatory 
compliance obligations 
drove the initial development 
requirements, today, companies 
seek access audit trails but also 
the granular access controls.

Privilege elevation and delegation management (PEDM) 

Embedded trust capabilities

Trusted 
and secure 
enterprise

Distributed 
control

Real-time operations 
visibility

Tool-based 
capabilities
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What are we securing against?
Interpol recently published a report outlining cybercrime trends in ASEAN and warned that such 
crimes are becoming highly organised and are anticipated to grow exponentially. While the Interpol 
report is focused on cybercrimes in ASEAN, the same threats are experienced globally. Disturbingly, 
IDC has documented the “20 ways to lose money in a cybersecurity breach”, and the list shown here 
draws out the top six losses for victims.

The mounting threat of malicious cyberattacks is just one of the security 
challenges organisations face. Legislation is also driving security 
demands in an ever-increasing number of markets within APAC. Be it 
Australia, Singapore, India or China, new legislation is emerging across 
the region around privacy, reporting, and breach notification.

Sources:
https://www.interpol.int/News-and-Events/News/2021/INTERPOL-report-charts-top-cyberthreats-in-Southeast-Asia
IDC Perspective: 20 Ways to Lose Money in a Cybersecurity Breach. IDC Doc #US46120520 March 2020
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IDC’s list of top 6 losses from a cyber breach

Technical response and recovery

Business losses 

Legal and other payments

Victim compensation

Increased expenses

Lost business

Interpol’s ASEAN Cyberthreat Assessment 2020 lists 
these as major threats in ASEAN in 2019. This is but a 
shortlist of the diversity of weapons at the disposal of 
the modern-day cybercriminal:  

Business email compromise
Phishing campaigns 
Ransomware
eCommerce data interception 
Cyber scams 
Cryptojacking



The threat landscape is widening – and governments 
are responding

Source: Future Enterprise Resiliency & Spending Survey Wave 6, IDC, July, 2021, n = 321 (APEJ)

Though IT-based, ransomware 
can hit operational technology 
too. US Colonial Pipeline in 2020 
and Maersk in 2017 both suffered 
ransomware attacks that impacted 
their operational systems.

Many governments are implementing 
enhanced critical infrastructure 
security legislation to ensure the 
cyber protection of their national critical 
systems (power, water, gas, etc.,):

Australia introduced “Strategies to Mitigate Cyber Security Incidents” in 2017 and updated it through 
the “Essential Eight” which is a prioritised list of mitigation strategies to assist organisations to safeguard 
their systems against a range of adversaries. The government also recently passed the Security Legislation 
Amendment (Critical Infrastructure) Bill 2021.

Singapore published their “Cybersecurity Strategy 2021” as an update to their 2006 original strategy. The 
focus is on enabling a coordinated approach to national cybersecurity with critical infrastructure industries 
(CII) at its core, ensure government systems are secure and resilient, and safeguard important entities and 
systems beyond CIIs.

CIIs are especially vulnerable these days with the drive for IT/OT integration, as many OT systems have 
been implemented before an interconnected strategy was created. This can often result in significant 
cyber risk if not properly addressed.

Breached We paid $100,001 
to $500,000

We paid $500,001 
to $1,000,000

US APAC EMEA

7%

23%

60%

2% 4% 6% 0% 1% 3%
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Thailand – Cybersecurity Act

Taiwan – Cybersecurity 
Management Act

Singapore - Cybersecurity Bill 

Australia – The Security 
of Critical Infrastructure 
Act 2021

South Korea – The Act on 
Protection of Information and 
Communications infrastructure
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An IDC study revealed that EMEA was the most targeted region for 
ransomware, and paid the most. But even in APAC, 22.5% of organisations 
were struck, and whilst 4% paid between US$100,000 and US$500,000, a 
small percentage paid over US$1 million to unlock codes. 



A distributed integrity approach to security
Progressive enterprises moving towards DX must provide a foundational 
model for IT adversarial risk management – one that is more distributed 
and dynamic to align with the overall architecture associated with the IT 
environment that may be attacked.

With the explosion of credentials, the best way to ensure security in 
the age of DX is through distributed integrity. IDC’s Distributed Integrity 
Security Model reframes security from a reactive, threat-oriented 
model to a proactive, predictive, and integrity-oriented one.

PAM permeates multiple disciplines within the IDC model and can be 
used across all pillars.

The IDC model features the following five principles:

IDC Distributed Integrity Security Model

Focus on 
users, 

data, and 
applications

Use ‘tracers 
and tethers’ 
for primary 

object 
protection

Leverage a policy 
abstraction 

language for 
access control

Authenticate 
sessions at 
both ends 

Harden and 
route paths 

through 
security 

gateways
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Protecting the edge Roles, responsibilities, 
and reporting

Prevention
Focus on users, 

data and application 
security, and integrity

Mitigation
Understand the 

threats, both internal 
and external

Detection Response
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The distributed integrity security model explained
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Users (identities, credentials, accounts, etc.,) typically begin as accounts with 
authenticated credentials, are instantiated online as tokens to be shared among 
defined resources, and sometimes federated with dynamic resources. Organisations 
must ensure that the user is legitimate and that the tokens and privileges are 
adequately maintained.

Data (information, content, etc.,) can be structured or unstructured, with the latter 
creating the broadest difficulty for protection as data is shared, copied, and generally 
moved throughout the environment.

Applications (workloads, containers, compute, microservices) comprise software 
code that performs activities in memory. The code may have many modules, files, or 
objects associated with it, and may or may not have isolated memory space.

Focuses on users, data, and applications

PEDM is a form of PAM used to grant privileged access on a more granular basis. It should 
be used to manage both critical IT and non-IT roles with significant resource access 
allowing privileges to be dynamically adjusted with ease based on new or changing 
business requirements.

With the attention on users, data, and applications, it is crucial that those objects maintain 
their integrity throughout their lifetime, regardless of what hosts and networks they reside 
on. A TnT model does just that.

A TnT architecture consists of a strong centralised command and control environment 
connected to decentralised sensors and policy enforcement points (PEPs).

At the core of this modern TnT architecture are two functions:

Monitoring or “tracing” users, data, and applications during use and throughout 
their lifetime, leveraging identification, labelling, and contextual mapping techniques 
to apply policy at applicable PEPs.

Remote attestation to validate the integrity of credentials, data, and workloads 
through cryptographic “tethers” using roots of trust.

PAM aligns by providing the necessary permissions across identities (people, devices, and 
applications) and enhancing the TnT approach. It also enables the organisation to track 
access permissions and audit in the event of an unexpected and/or unusual event.

Uses “tracers” and “tethers” (TnT) for primary object 
protection
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Are we making the right choices today?
IT investment in APAC appears to be focused on more traditional, less agile 
technologies, with limited focus on securing these critical systems. Transformation 
leaders, on the other hand, have focused on cloud and are accelerating its use.

With more critical work roles now being performed externally due to remote 
working, PAM tools should now be used in a completely new set of areas, far 
beyond the IT governance roles of the past.

The lack of focus on the governance aspects of technology makes ubiquitous 
monitoring more important.

IDC research shows that the leading digital disruptor, which also 
experienced the lowest number of breaches, did not necessarily spend as 
much on cybersecurity as less innovative organisations. The digital disruptor:

Focused on quantifiable data for risk management profiles
Optimised investment in critical “high-risk” areas
Embraced automation early
Believed the cost/benefit of identity management to be the most beneficial 
of all investment areas

Top investment focus for IT modernisation, APAC
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16.4%

13.6%
11.3%

9.9%

6.6%

5.3%

2.3%

1.6%

Hardware 
and software 

modernisation

Standardisation/
Simplification of systems

Virtualisation of 
datacentre resources 

& move to cloud

Core business 
applications

Move to 
software-defined

Automation & 
Integration

Governance 
processes for DX

Governance for data controls 
and reduce security risk

Sources: 
IDC Asia Pacific and Japan Business and Technology Impact Survey 2021, n = 513
IDC Perspective: The Seven Cybersecurity Habits of Digital Disruptors, IDC Doc #US44525818
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Where PAM can help
PAM provides protection against the threats posed by credential theft and privilege misuse through fine-grained authorisation for user accounts not assigned to a normal user such as administration 
and superuser accounts, as well as non-human identities. Features include password vaults, session monitoring, and recording. 
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Traditional PAM roles The cost benefit of extending PAM to new areas
Traditionally, PAM has been used as a result of compliance mandates in various regulated industries, as well as a 
means to track the activities of “superusers” who have administration rights over critical infrastructure and solutions.

But increasingly sophisticated threat actors, the move to remote working, and the acceleration of DX and cloud 
adoption, mean that the use cases for PAM have significantly expanded. 

As cybersecurity evolves to become more agile and less static, tools like PAM and PEDM will replace more static 
directory or firewall-based rules for granting identity access to critical systems.

PAM and PEDM allow a level of granularity needed in the environment of today.

The hybrid working model requires organisations to secure remote workers and their external access to networks, 
systems, and applications. This will likely be a long-term approach since the future remains highly uncertain. 

PAM has traditionally been applied to IT roles that could have a significant impact on the resources of the 
organisation should their identity be compromised. The hybrid working model extends the need for PAM far beyond 
the traditional IT role as threat actors take advantage of privileged accounts and access for their malicious activities. 

Risk professionals need to identify any role across the business that could materially and negatively affect the 
business remotely, and to consider enrolling these in a PAM and/or PEDM programme.

In multicloud environments, PAM offerings have a role in centralising the visualisation and management of 
entitlements, privileges, and permissions. Modern PAM solutions also extend to DevOps, reducing the security 
and compliance risks associated with secret sprawls while improving agility.

When only validated identities are granted access to data and applications, and this can be enforced 24x7, 
cyber risks will decline significantly and become only a subset of the current arsenal available to threat actors. PAM provides an 

organisation-wide, new approach to perimeter defence that encompasses roles, identities, and applications. 
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Message from the Sponsor

BeyondTrust – Your universal 
privilege management 
defence against the next 
cyberattack
BeyondTrust is a worldwide leader in Privileged Access Management (PAM), 
empowering organisations to secure and manage their entire universe of privileges.  
Our integrated products and platform offer advanced PAM solutions, enabling 
organisations to quickly shrink their attack surface across traditional, cloud and 
hybrid environments. 

The BeyondTrust Universal Privilege Management approach secures and protects 
privileges across passwords, endpoints, and access, giving organisations the 
visibility and control they need to reduce risk, achieve compliance, and boost 
operational performance. Our products enable the right level of privileges for 
just the time needed, creating a frictionless experience for users that enhances 
productivity. 

With a heritage of innovation and a staunch commitment to customers, 
BeyondTrust solutions are easy to deploy, manage, and scale as businesses evolve. 
We are trusted by 20,000 customers, including 70 percent of the Fortune 500, and 
a global partner network. 

Learn more at www.beyondtrust.com
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