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BeyondTrust Cloud Privilege Broker 

BeyondTrust Cloud Privilege Broker is designed for multi-cloud environments 

common in today’s organizations to broker entitlements, privileges, and 

permissions. BeyondTrust has taken its longstanding expertise in PAM to create 

a single tool that provides continuous discovery of entitlements, centralized 

management and reporting capabilities. 
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Introduction 

It’s widely known that many successful cyber-attacks involve the misuse of an organization’s own 
privileged accounts, and misuse is enabled by inadequate access management software, policies, or 
processes. Organizations have turned to cloud infrastructures to enable digital transformation 
programs. However, by not adequately controlling access to cloud resources, these advancements 
have opened organizations to a new set of vulnerabilities, which attackers are more than happy to 
exploit. 

Some of the malicious activities that must be detected and controlled are abuse of shared 
credentials, misuse of elevated privileges by unauthorized users, theft of privileged credentials by 
cyber-criminals, and abuse of privileges on third-party systems accessed via the cloud.  

Traditionally, privileged accounts were mostly given to a small set of administrators who needed 
access to perform maintenance and upgrade tasks, mostly on networks on-premises or local area 
networks (LAN). In some cases, senior employees may have also been given elevated access rights for 
specific tasks. It’s fair to say that this is no longer the case. Privilege management use cases now 
extend across entire organizations, with users requiring task-based access to data, services, and 
applications held on legacy systems and multi-cloud-based infrastructures. And, of course, admins 
still need to perform those traditional privileged tasks. 

This change explains why PAM software, in general, has developed considerably in the last few years. 

Both new and traditional vendors have responded well to demands for more advanced PAM 

capabilities suitable for the modern computing era.  

Interest in Least Privilege architecture and policies has also grown as organizations look to secure the 

cloud. Buyers are increasingly aware that a well-configured and up-to-date PAM platform can be an 

integral part of any such architecture and that the traditional architecture of PAM must be extended 

to support cloud environments and SaaS applications and services. 

The future of business operations will revolve around a new paradigm of a highly dynamic IT 

architecture that melds multiple cloud platforms with legacy networks on premises, partner 

networks, and even, in some cases, mainframe installations. This Dynamic Resource Entitlement and 

Access Management (DREAM) paradigm is what the next iteration of modern PAM platforms (and 

other identity and data governance tools) must be engineered to support; to deliver secure access 

and greater business value across a new generation of cloud resources. 

These new, ultra-hybrid networks will push existing identity and security frameworks to their limit 

and call for solutions that provide controlled, rapid access to dynamic, often ephemeral resources, 

wherever they exist.  

For PAM vendors, this has meant including Cloud Infrastructure Entitlement Management (CIEM) 

capabilities as the first step towards fulfilling the DREAM paradigm and extend the reach of 

privileged access into dynamic environments. To be successful, l however, they must operate at the 

speed and service levels that users expect, provide unified access across all cloud platforms, and 

deliver the advanced monitoring and controls of privileged access in the cloud.   
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Product Description 
BeyondTrust is a US-based Privileged Access Management vendor and one of the Leaders in the 2021 

KuppingerCole PAM Leadership Compass. Its portfolio of PAM products includes Password Safe and 

DevOps Secrets Safe, Endpoint Privileged Management (EPM) products (for Windows, Mac, Unix and 

Linux), the Remote Support and Privileged Remote Access products, and the new Cloud Privilege 

Broker product, on which we focus in this Executive View.  

This new product is the first in a series of releases and a cornerstone of BeyondTrust’s Universal 

Privilege Management Portfolio, which expands existing and new products into interconnected 

groups, covering on-premises, cloud, and hybrid deployments. The roadmap reveals a determination 

to satisfy demand for rapid and secure entitlement management in SaaS, IaaS, and multi-cloud 

environments, and develop a “cloud-native, next generation PAM platform that offers seamless 

identity-security and privilege management across all infrastructure and resources”.  

Much of the development around Cloud Privilege Broker is focused on providing much more granular 

control of privilege in high-risk environments, such as multi-cloud, an ability to tailor privileges to 

specific user tasks and workloads, and to ensure that least privilege is enforced across all 

entitlements. In addition, such new platforms will provide much more in-depth data and analytics of 

privileged activity in high-risk hybrid environments.  

As a first step, BeyondTrust Cloud Privilege Broker is designed to operate in the multi-cloud 

environments common in today’s organizations to broker entitlements, privileges, and access 

permissions for human and non-human users. BeyondTrust has applied its longstanding expertise in 

PAM to create a single tool that provides continuous discovery of entitlements and centralized 

management and reporting from a familiar dashboard interface. The discovery and management 

technology are based on the well-established BeyondTrust BeyondInsight console, which powers the 

administration of other BeyondTrust PAM products. 

BeyondTrust Cloud Privilege Broker can be set to monitor activity across AWS and Azure 

infrastructures in use today – a third cloud provider is in the roadmap.  This is a little limiting for a 

product designed to be a next-generation PAM informed CIEM alternative, designed to overcome the 

problem of proprietary, cloud provider-specific types of access management tools. In any case, 

licensing and pricing is based on the number of AWS accounts or Azure subscriptions in use by the 

customer.  

Cloud Privilege Broker centralizes usage data with purpose-built dashboards for the cross-cloud 

visualization and management of entitlements. The dashboard helps administrators detect and 

review anomalies in account permissions, ensure access from only trusted sources, and provide 

easily deployable recommendations for enforcement of least privilege policies. These 

recommendations are a key component of the platform and based on discovery, tasks, and existing 

policies. A typical recommendation from the dashboard would be to deploy Multi-Factor 

Authentication, or simply remove permissions from an individual. Other important metrics displayed 

on the various dashboard modules are an overall risk score, risk-over-time, Top 10 recommendations 

for improving security access, discovery results, and more.  

The discovery process is comprehensive. It can find users, groups, roles, and service principals in IaaS 

platform. Further, auto-classification will rate risks of access permissions into high, medium, low, 

bringing a welcome element of risk management to the platform.  
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In any organization, access management tools work best with well-defined policies. BeyondTrust 

Cloud Privilege Broker integrates policies across clouds, based on recommendations made by the 

platform itself.  

More granular audit information is also provided about the health of connectors, completed actions, 

and recommended mitigation steps. Reporting also includes a User Activity report, such as new users 

granted access or new cloud connectors, and data on users who may have ignored a recommended 

course of action, to reduce and document exposure to risk. The user interface of BeyondTrust Cloud 

Privilege Broker is easy to understand and meets the demands of delivering data quickly to enable 

better decision-making. The Administrator Dashboard will highlight actions that need immediate 

attention. 

Given the speed at which organizations are moving resources to the cloud, and the lack of rigorous 

control over the process, BeyondTrust is clever to launch Cloud Privilege Broker into a market that 

needs to control access to a high number of cloud infrastructures within their organizations. Without 

a product like Cloud Privilege Broker, businesses will also have to grapple with the proprietary 

standards and identify tools of different cloud providers. Any product that can work around these 

standards, streamlining access, and providing risk-based insight into what’s happening in the cloud is 

welcome. 

 

Figure 1 The Recommendations window offers an easy way to close access or improve security options. 
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Strengths and challenges 
BeyondTrust Cloud Privilege Broker has a lot going for it, not the least of which is the familiar and 

robust BeyondTrust BeyondInsight analytics platform on which it’s built. Many existing BeyondTrust 

customers will appreciate the familiarity and consistency through administration and reporting. 

There are also many pluses in terms of capabilities, such as continuous discovery, useful risk 

management capabilities, and the recommendations area of the dashboard. The recommendations 

are where admins can take instant and decisive action to limit or eliminate risk by removing 

unnecessary or dangerous privileges, or add integrations that improve security, such as MFA. 

While BeyondTrust Cloud Privilege Broker adds a foundational CIEM capability in a familiar interface, 

there is still room for improvement. Today, Cloud Privilege Broker has support for cloud monitoring 

that extends to AWS and Azure only. In a world where there are many more cloud technologies in 

use across many companies – such as Google, Oracle, OVH, IBM etc., more compatibility should be 

delivered soon. However, we are confident this will be addressed. Given AWS and Azure’s dominance 

of the cloud market, the initial release of Cloud Privilege Broker is a robust and well-designed cloud 

entitlements management solution that will appeal to organizations, particularly those already 

invested into the BeyondTrust PAM platform. 

Strengths 

● Platform extends BeyondTrust’s expert and trusted knowledge of PAM to deliver least privilege 

access to multi-cloud IaaS. 

● Cloud Privilege Broker is deployed on BeyondInsight, providing a familiar user interface and 

experience for existing BeyondTrust customers. 

● The centralized dashboard provides key metrics and recommendations in a single UI that also 

displays risk scores and information. 

● Provides continuous discovery of users, groups, roles, and policies across all supported cloud 

platforms. 

● The Recommendations section is an easy way for admins to discover, analyse and limit access 

while boosting security based on continuous discovery and risk monitoring. 

Challenges 

● Currently support for IaaS providers limited to AWS and Azure  
 

● This product provides familiarity to existing BeyondTrust customers to a good degree but those 
looking for a standalone CIEM may be harder to satisfy. 
 

● There may be integration possibilities by adding BeyondTrust DevOps Secrets Safe vault product 

as DevOps are typical users, and creators, of IaaS – and one of the biggest risks. 
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Copyright 
©2022 KuppingerCole Analysts AG all rights reserved. Reproduction and distribution of this 

publication in any form is forbidden unless prior written permission. All conclusions, 

recommendations and predictions in this document represent KuppingerCole´s initial view. Through 

gathering more information and performing deep analysis, positions presented in this document will 

be subject to refinements or even major changes. KuppingerCole disclaim all warranties as to the 

completeness, accuracy and/or adequacy of this information. Even if KuppingerCole research 

documents may discuss legal issues related to information security and technology, KuppingerCole 

do not provide any legal services or advice and its publications shall not be used as such. 

KuppingerCole shall have no liability for errors or inadequacies in the information contained in this 

document. Any opinion expressed may be subject to change without notice. All product and 

company names are trademarks or registered® trademarks of their respective holders. Use of them 

does not imply any affiliation with or endorsement by them. 

KuppingerCole Analysts support IT professionals with outstanding expertise in defining IT strategies 

and in relevant decision-making processes. As a leading analyst company, KuppingerCole provides 

first-hand vendor-neutral information. Our services allow you to feel comfortable and secure in 

taking decisions essential to your business.  

KuppingerCole, founded in 2004, is a global, independent analyst organization headquartered in 

Europe. We specialize in providing vendor-neutral advice, expertise, thought leadership, and 

practical relevance in Cybersecurity, Digital Identity & IAM (Identity and Access Management), Cloud 

Risk and Security, and Artificial Intelligence, as well as for all technologies fostering Digital 

Transformation. We support companies, corporate users, integrators and software manufacturers in 

meeting both tactical and strategic challenges and make better decisions for the success of their 

business. Maintaining a balance between immediate implementation and long-term viability is at the 

heart of our philosophy. 

For further information, please contact clients@kuppingercole.com. 
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