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Intro

Masterclass & Demos:

• Vendor Portal

• Network Tunnels

Q&A

Agenda



©BeyondTrust 2024  |  5

Access is Only Efficient if it is Secure

The consequences of unsecured access are growing exponentially:

In 2023, the cost of an average data breach hit a new record of  $4.45M

Compare to the average cost of a data breach in 2017 at $3.62M
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Vendor Portal
One place to secure and manage vendor access
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Vendor Portal

Who here has heard of the Vendor Portal in PRA?

Who here is using the Vendor Portal feature today?

Alleviate your vendor management effort 

with a one stop shop for your vendors
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Why would 
you use 
Vendor 
Groups?

To move the 

account creation 

and management 

burden away from 

the PRA Admin and 

internal IAM, 

without sacrificing 

security.  
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Advantages 
of Vendor 
Groups

Advantages:

PRA Admin does not have to

set up all user accounts.

Vendor can add new users

without waiting for PRA 

Admin availability.

Accounts created can auto-

expire to avoid leaving unused

and forgotten accounts open 

and available.  
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Account Feature Comparison

Feature

Onboarding

Access and 
Permissions

PRA Admin 
Privileges

Offboarding

PRA User

Delegated user that can manage 
vendor users and some self-

registration settings.

Created by a PRA Admin or 
imported from Security Provider (AD, 

SAML, etc)

Can be a member of multiple 
BeyondTrust Group Policies in order to 

have a complex permission set.

Can be a member of a Group Policy 
that grants Administrative 

permissions

Doesn’t require an expiration date, 
but can be given one

Vendor User

A user account that only exists in 
the Vendor Group

Created by the PRA User / Vendor 
Group Admin or Vendors can Register 

themselves on the Vendor Portal

Can only be a member of a single 
BeyondTrust Group Policy shared by 

all members of that Vendor Group

Group Policies that grant 
Administrative permissions are not 

available for Vendors

Will auto-expire to avoid leaving 
forgotten accounts, but can be 

reactivated

Vendor Group Admin

Appointed user from Vendor that 
can manage the Vendor Users

Created by a PRA User / Admin

Can only be a member of a single 
BeyondTrust Group Policy shared by 

all members of that Vendor Group

Group Policies that grant 
Administrative permissions are not 

available for Vendors

Will auto-expire to avoid leaving 
forgotten accounts, but can be 

reactivated
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Vendor User Self-Registration

• Fills Out 
     Portal Form
• Confirms E-mail

• Notified of Account 
Creation

• Approves Account

• Assigns added users to 
selected BeyondTrust 
Group Policy 
automatically

• Grants user appropriate 
permissions within Access 
Console and/or Login

Vendor User Vendor Admin PRA Administrator Or 
Delegated PRA User

Vendor Group BeyondTrust Group Policy
Vendor

Users
Access Console

• (Optional) Notification of 
Account Creation

• (Optional) Approval of 
Account

Through Vendor Groups



©BeyondTrust 2024  |  15

Demo
Let’s Setup & 
Use a Vendor Portal
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Vendor 
Groups

Remember:

Purpose is to move account creation 

and management burden away from 

the PRA Admin. 

A Vendor Admin is appointed user 

from Vendor that can manage the 

Vendor Users

Vendor Users / Admins can only be 

associated with a Single Group 

Policy with no Admin Permissions 

Accounts created auto-expire to

avoid leaving unused and forgotten

accounts open and available.  
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Network Tunnels
Take protocol tunnels to the next level
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“ ”
Network Tunneling – Beyond VPNs

Entirely new from BeyondTrust

More ways to access more devices than 

traditional VPNs, with familiar controls.
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Network Tunnels

Total VPN replacement for all environments: the cloud to 

the on-prem factory floor

Solve for OT and IoT use cases built on PLC devices, 

anything relying on UDP or other protocol types

Included in your deployment at no cost – as it’s an 

advanced feature, please ask support to switch it on

One way to connect to all things
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Demo
Quick Demonstration
Create & Connect
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Level up your organization by migrating to our SaaS deployment

Hands-free appliance management

Complete feature and functionality parity

Automatic version updates

Eliminate maintenance costs: BeyondTrust maintains and sizes your 

appliance for you

BeyondTrust handles the failover, ensuring uptime and backups

More APIs

Just a few clicks to migrate your entire deployment

Interested in learning more? 

Reach out to your account manager and ask about migrating to the cloud
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Try it Today!

Create identity-

secure, just-in-time 

access to all your 

environments:

cloud, on-premises, 

and OT.

Start using your Vendor Portal 
today –accessible on mobile!

• Configure and create instructions 
immediately

Reach out to support to turn on 
Network Tunnels – start 
connecting right away
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Thank you!
A summary of today’s class with 

links to helpful documentation

beyondtrust.com/gobeyond-masterclass-recap-privileged-remote-access

bit.ly/pra-masterclass


	Slide 1
	Slide 3: Agenda
	Slide 5
	Slide 7
	Slide 8: Vendor Portal
	Slide 9
	Slide 10
	Slide 12: Account Feature Comparison
	Slide 13
	Slide 15
	Slide 16
	Slide 18
	Slide 19: Network Tunneling – Beyond VPNs
	Slide 20: Network Tunnels
	Slide 22
	Slide 23: Hands-free appliance management
	Slide 25
	Slide 27

