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Remote 
Support
The secure-by-design solution 

for remote repair and access to 

any device, on-and-off 

network. 

Get secure access and 

proactive IT that scales 

with your enterprise. 

with Trevor Combs, Sr Solutions Engineer
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Intro

Remote Support Vault

Teams Integration

Q&A

Agenda
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Cyberattacks on 

Service Desks

on the Rise

Immediate Steps to

Secure Your Service Desk

Protect user and account credentials from 

being stolen or exposed

Prevent user workarounds and shadow IT 

with efficient integration workflows
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The Vault
Secure elevation, at no extra cost
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Remote Support Vault

How many of you are using the Vault today?

• Local Account Discovery

• Domain Account Discovery

• Account Rotation & Check-out

• Elevate Remote Support Sessions

Who knows what the Vault is?



©BeyondTrust 2024  |  10

About the Vault
BeyondTrust Vault is a credential store that exists on the Secure Remote 

Access Appliance – including our SaaS deployment.

Perfect for organizations with unmanaged secrets or 

without an enterprise password vault (like PasswordSafe)

Discover, scan, and import Active Directory and local 
accounts

Credential injection for console users into remote systems:

• Mitigate the risk of shared privileged account credentials

• Elevate Remote Support Sessions

• Login to the system using privileged accounts

• Ensure password compliance of local Administrator 
accounts in a secure way

• One piece of the Zero-Trust approach 

Secure Remote Access 
Appliance

Vault
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Remote Support Vault

Perfect for organizations that aren’t ready for 

Password Safe

Prefect replacement for organizations using LAPS 

for local accounts

Already included in your deployment at no cost

Get elevation without bending or 

breaking policies and procedures
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• Console User logs on to Access Console

• Creating a secure connection to the 
Secure Remote Access Appliance

• Vault requires a Jumpoint.

• Which will perform the LDAP queries 
to Active Directory.

• Port 389 by default. 

• Port 636 when LDAPS 
enabled. (SSL/TLS Layer)

• Allowing Vault to onboard:

• Endpoints

• Domain / Local accounts

• Windows services

• Vault Administrators can now configure 
Account Policies and Groups to manage 
these privileged credentials.

• Allowing  your Console User to seamlessly 
check out or inject credentials into systems 
without exposing plain text passwords.

High-Level 
Topology

Secure Remote Access 
ApplianceConsole User

443
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Jump Client (Active)

Jumpoint

Remote RDP
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Vault

Active Directory
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Elevate Sessions Shell Jump

443

3389 443 22

UN/ATTENDED AGENTS

Vault Onboarding
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Workflow Demo / Walk-through

Onboard a 
Domain

Perform 
Discovery

Add and Manage 
Vault Accounts

Setup Account 
Policies

Add and Manage 
Vault Account 

Groups

Assign 
membership 

through Group 
Policy

Credential 
Injection During 
Access Session

Rotation of 
Credentials
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Demo/Instruction

Remote 
Support 

Vault

Local Account Discovery

Domain Account Discovery

Account Rotation & Check-out

Elevate Remote Support 

Sessions
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Teams Integration
Provide fantastic end-to-end service
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Teams Integrations
If your organization has Remote Support and Microsoft 

Teams, it’s a no-brainer

Launch support sessions directly from Teams

Included with Remote Support – no additional charge/

login > Configuration > MS Teams

Secure end-to-end support 

for your service desk
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Teams Integrations

Literally as easy as 

1, 2, 3, GO!
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Create a 
BOT in 
Entra/Azure

Step 1
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Step 2

Step 2

Deploy the Bot to Microsoft Teams
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Step 3

Start 

Chatting!!
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Our SaaS deployment lets BeyondTrust manage your 
appliance for you

Hands-free Appliance Management

Complete feature and functionality parity

Automatic version updates

Eliminate maintenance costs

More APIs

Easier to integrate
Reach out to your account 

manager and ask about 

migrating to the cloud

Interested in 

learning more? 
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Secure Your 

Service Desk Today

Protect 

Account 

Credentials

and Refine 

Your 

Workflows

Start using your Vault right away 

– it’s already included with every 

deployment, at no cost

Deploy your Teams bot and start 

chatting immediately
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Thank you!!

A summary of today’s class with 

links to helpful documentation

beyondtrust.com/gobeyond-masterclass-recap-remote-support

bit.ly/remotesupport-masterclass
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