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Endpoint Privilege Management (EPM) offers robust support for Multifactor
Authentication (MFA) through integration with various Identity Providers
(IdPs), including Entra ID. To ensure seamless integration, BeyondTrust
should be set up as a Native or Desktop application within your ldentity

Provider configuration, enabling efficient and secure authentication processes
within EPM.

Key Benefits:

» Increases security by requiring multiple factors for authentication.
» Enhances control over application access, allowing only authorized

users.
P Assists organizations in meeting regulatory requirements for strong

authentication.

e ——— Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/
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Configuration Steps:

App
Registrationin
MicrosoftEntra
ID:

Create an
application
registration,

Copy the value Connect
fromthe metadata
OpenlD, document box,

Input Entra ID OpenlD Cre?te?n
information into PMC application

(Privileged Management registrationin
Console): Microsoft Entra ID,

Navigate to
Add Identity Messages > Set IDP
Provider: Authenticationin
PMC.

Add Identity Test to ensure
Providerfor proper
Entra ID. functionality!

Policy Components:

Message Creation

Application Rules

Resources:

Utilize the newly configured
message within PMC that
incorporates multi-factor

authentication (MFA) for
appropriate application rules.

Adjust application rules
within PMC to ensure that the
newly configured message
with MFA is applied where
necessary.

» To learn more about the ServiceNow Integration, check out our Tech
Doc services: Register an Azure Tenant

e ——— Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/
https://www.beyondtrust.com/docs/privilege-management/console/pm-cloud/use-the-policy-editor/wpe-register-an-azure-tenant.htm
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ENDPOINT PRIVILEGE MANAGEMENT

MFA WITH BEYOND IDENTITY
INTEGRATION

END-USER MESSAGE VERIFICATION LAUNCH
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Endpoint Privilege Management (EPM) offers robust support for Multifactor
Authentication (MFA) through integration with various Identity Providers
(IdPs), including Beyond Identity. To ensure seamless integration,
BeyondTrust should be set up as a Native or Desktop application within your
Identity Provider configuration, enabling efficient and secure authentication
processes within EPM.
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Key Benefits:

» Implement strong, unphishable, multifactor authentication (MFA) and
policy-based access controls to ensure high-trust authentication for end
user elevation requests.

» Ensure only devices that meet the company’s security policy have
access to application or process elevation.

» Establish identity before privileged actions on an endpoint are allowed,
using a frictionless step-up authentication.

» Eliminate one-time passwords and the corresponding vulnerabilities
associated with elevation requests and approvals.

e ——— Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/
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Steps to Configure Integration:

Add Identity Provider:

Input Beyond Identity .
Create OIDC Clientin OpenlID Information into : Il\[l)ivfjtt:;r?tii\gziisoangiisslv? (e:t
Beyond Identity Privilege Management ’

Console Add Identity Provider for

Beyond Identity.

Create Beyond Identity
Rulesfor EPM Clients.
(Define any additionalrules |
within Beyond Identity
tailored for EPM clients).

Testto ensure proper
functionality!

Policy Components:

Utilize the newly configured
message within PMC that
Message Creation incorporates multi-factor
authentication (MFA) for
appropriate application rules.

Adjust application rules within

Application Rules PMC to ensure thatthe newly

configured message withMFA s
applied where necessary.

Resources:

» To learn more about the ServiceNow Integration, check out our Tech
Doc services: Beyond Identity & EPM Management Integration

Documentation

e ——— Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/
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ENDPOINT PRIVILEGE MANAGEMENT
SERVICENOW INTEGRATION

APPLICATION
USER SENT REQUEST ADMINISTRATOR LAUNCH
APPROVAL

—» CF-

Endpoint Privilege Management integration with ServiceNow, users can
submit requests to execute applications, installations, scripts, or tasks by
creating tickets directly in ServiceNow.

Subsequently, administrators can promptly respond to these incidents within
ServiceNow, verifying tickets and privileged access requirements in real-time
to ensure that only authorized users receive privileged credentials. Once
approval is granted to the end user, the application becomes 'unlocked' and
ready for execution.

Workshop Overview:

» Purpose: Streamline approval requests for Endpoint Privilege
Management Cloud customers using ServiceNow.

» Benefits: End users can conveniently submit requests within
ServiceNow, which are converted into tickets. Service desk
professionals can respond directly within the ticket, enhancing efficiency
in the approval process.

S E— Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/

lal BeyondTrust

UNIVERSITY

Steps to Configure Integration:

Install EPM Set Up User Input ServiceNow
Extensionin Account for Information into
ServiceNow Incident Creation PMC Console

Input PMC
Console
Information into
ServiceNow

Test to verify
integration
functionality!

Policy Components:

Implement a new
Application Rule Action
within PMC Console for

request handling

New Application Rule

: Request
Action 9

Define a new Message
Type, "User Request,"
exclusively available

withinthe PMC Console

New Message Type User Request

Additional Resources:

» To learn more about the ServiceNow Integration, check out our Tech
Doc services: ServiceNow & EPM Management Integration
Documentation

Learn more at:


https://university.beyondtrust.com/
https://university.beyondtrust.com/
https://www.beyondtrust.com/docs/privilege-management/integration/servicenow/index.htm
https://www.beyondtrust.com/docs/privilege-management/integration/servicenow/index.htm
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