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 Zero Trust Becomes a Federal Cybersecurity Priority 
 
 
The May 2021 Presidential Executive Order (EO) on Improving the Nation’s Cybersecurity highlighted the crucial need for 
agencies to move towards a Zero Trust security posture. Sec 3 (ii) of the EO requests agencies to, “develop a plan to 
implement a Zero Trust Architecture, which shall incorporate, as appropriate, the migration steps that the National 
Institute of Standards and Technology (NIST) has outlined.” 
 
More recently, NIST released Planning for a Zero Trust Architecture: A Planning Guide for Federal Administrators, which 
provides additional guidance for IT administrators planning, developing, and implementing their Zero Trust Architecture 
(ZTA). The guidance includes an abstract logical architecture that can be used to map out solutions and gaps. 
 
 
This asset: 
 

• Educates organizations on why Privileged Access Management (PAM) is essential to Zero Trust, the Executive 
Order, and NIST guidance. 

• Helps IT and security administrators understand how BeyondTrust Privileged Access Management (PAM) 
solutions map into guidelines set forth in the NIST Special Publication (SP) 800-2017 on Zero Trust Architecture. 

 
 
 
 
 
 
 
 

https://www.cisa.gov/executive-order-improving-nations-cybersecurity
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.20.pdf
https://www.nist.gov/publications/zero-trust-architecture
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NIST Special Publication 800-207 Overview 
NIST Special Publication 800-207 provides a conceptual framework for zero trust. NIST defines these core concepts as 
follows:  
 

• Zero Trust (ZT) is the term for an evolving set of cybersecurity paradigms that move defenses from static, 
network-based perimeters to focus on users, assets, and resources.  
 

• Zero Trust architecture (ZTA) uses zero trust principles to plan industrial and enterprise infrastructure and 
workflows. 
 

“Zero trust provides a collection of concepts designed to minimize uncertainty in enforcing accurate, least privilege per-
request access decisions in information systems and services in the face of a network viewed as contested.” - NIST 
 
Zero trust assumes there is no implicit trust granted to assets or user accounts based solely on their physical or network 
location (i.e., local area networks versus the internet) or based on asset ownership (enterprise or personally-owned). 
Authentication and authorization (both subject and device) are discrete functions performed before establishing a session 
to an enterprise resource.  
 
The zero trust principle is a response to enterprise network trends that include remote users, bring your own device 
(BYOD), cloud computing, and other assets that are no longer necessarily located within an enterprise-owned network 
boundary. Zero trust focuses on protecting resources (assets, services, workflows, network accounts, etc.) as the network 
location is no longer seen as the prime component to the security posture of the resource.  
 
According to NIST, “A zero trust architecture (ZTA) is an enterprise cybersecurity architecture that is based on zero trust 
principles and designed to prevent data breaches and limit internal lateral movement.”  The NIST SP 800-207 publication 
discusses ZTA, its logical components, possible deployment scenarios, and threats. The NIST Special Publication also 
presents a general roadmap for organizations wishing to migrate to a zero trust design approach and discusses relevant 
federal policies that may impact or influence a zero trust architecture.   
 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.20.pdf
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The Role of Privileged Access Management (PAM)  
 
Zero trust is about knowing who is doing what within your network and ensuring that—in the event of anomalous activity, 
you can control and / or limit any threats to the network. Applying the granularity of Privileged Access Management 
(PAM) to achieve zero trust objectives ensures all access is appropriate, managed, and documented, regardless of how the 
perimeter has been redefined. 
 
BeyondTrust solutions support the smart, practical implementation of NIST's zero trust security model—without 
disrupting business processes. With BeyondTrust, you can start with the PAM use cases that are most urgent to your 
organization, and then seamlessly address remaining use cases over time. Each use case, once addressed, will provide 
enhanced control and accountability over the accounts, assets, users, systems, and activities that comprise your privilege 
environment, while eliminating and mitigating multiple threat vectors.  
 
The more use cases you address, the more PAM synergies emerge, and the more impact you’ll realize in reducing 
enterprise risk, improving operations, and achieving zero trust objectives. 
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How BeyondTrust Maps to NIST’s 7 Core Tenets of Zero Trust 
 
In Table 1 below, we have mapped how BeyondTrust capabilities help fulfill the 7 core tenets of Zero Trust, as laid out in 
NIST SP 800-207. NIST’s newer publication (Planning for a Zero Trust Architecture: 
A Planning Guide for Federal Administrators) organizes the 7 tenets across three types. We’ve included the three types 
here, along with how BeyondTrust broadly helps agencies address them. The tenet types are also included in Table 1 below 
for each tenet in parenthesis.  
 
1.1.1 Tenets that Deal with Network Identity Governance: BeyondTrust solutions can support, secure, and manage all 
identities: service accounts, non-human, privileged identities, and applications. Each of these identities has the potential 
to pose a threat to the network. 
 
1.1.2 Tenets that Deal with Endpoints: BeyondTrust solutions securely manage third party, remote operator, and 
contractor access. With session recording, you can audit and play back sessions for security and monitoring. BeyondTrust 
also enables secure remote access to critical Operational Technology (OT) systems to maintain productivity and 
continuity. 
 
1.1.3 Tenets that Apply to Data Flows: BeyondTrust PAM solutions prevent or mitigate unwanted lateral movement, 
ultimately protecting your data. PAM provides checks and balances for resources and assets, and policy is checked every 
time the software launches. Our solutions help agencies meet the granularity level needed. Whether endpoints, passwords, 
or identities, we are going to use access policy to determine the correct level of access for the requestor (human or 
machine) to a resource.  
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Table 1 
 

Core Tenets of Zero Trust BeyondTrust Capabilities 
1. All data sources and computing services are 
considered resources. (Endpoints) 

BeyondTrust’s solutions offer broad platform support—
Windows, Mac, Unix, Linux, OT, and more. 

2. All communication is secured regardless of network 
location. (Data Flows) 

All sessions and traffic generated by our products are encrypted 
so we aren’t adding an additional point where organizations 
need to worry about encryption. 

3. Access to individual enterprise resources is granted 
on a per-session basis. (Data Flows) 

BeyondTrust’s platform enables granular control at the session 
level, allowing organizations to include multiple variables to 
access a session, including role-based access controls. 

4. Access to resources is determined by dynamic 
policy—including the observable state of client identity, 
application/service, and the requesting asset—and may 
include other behavioral and environmental attributes. 
(Data Flows) 

BeyondTrust PAM solutions continuously and adaptively 
enforce access controls based on context (risk, behavior, etc.). 
With the appropriate Policy Engine (PE) in place, we can 
enforce those policies. 

5. The enterprise monitors and measures the integrity 
and security posture of all owned and associated 
assets. (Endpoints) 

BeyondTrust PAM solutions can automatically discover and 
onboard privileged accounts on your network, ensuring new 
accounts are brought under control before access to them is 
allowed. Our platform also reports on discovered accounts and 
systems, giving visibility across your IT estate. 

6.    All resource authentication and authorization are 
dynamic and strictly enforced before access is allowed. 
(Network Identity Governance) 
 
 

BeyondTrust PAM solutions enforce least privilege across 
users, applications, and systems. PAM just-in-time access 
models dynamically provide the necessary elevated access only 
for the precise moments it is needed. By restricting the amount 
and duration of privilege, BeyondTrust significantly shrinks the 
attack surface. 
 

7. The enterprise collects as much information as 
possible about the current state of assets, network 
infrastructure, and communications and uses it to 
improve its security posture. (Data Flows) 

Our centralized reporting platform, BeyondInsight, enables IT 
and Security teams to have a unified management, reporting, 
and analytics console that provides unmatched visibility and 
control over privileged access activity. BeyondTrust’s DVR-like 
capability for recording and storage of admin sessions allows 
the enterprise to view the most recent configuration changes at 
any time to ensure they are appropriate. 
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PAM Use Cases and NIST SP 800-27  
Table 2 below maps NIST SP 800-207 requirement to the 10 core privileged access management use cases enabled by 
BeyondTrust. Fulfilling these use cases advances both zero trust security principles across the agency while strongly 
mitigating risk, keeping organizations protected as they also execute on their digital transformation journeys. In Table 3, 
which follows later in this guide, you will find a mapping of the 7 zero trust tenets to BeyondTrust’s solutions.  
 
 
Table 2 
 

Section 
Core PAM Use Case 

Secure 
Privileged 
Accounts 

Least 
Privilege 

on 
Desktops 

Least 
Privilege 

on 
Servers 

Application 
Reputation 

Remote 
Access 

Network 
Devices 

& IoT 

Virtualization 
& Cloud 

DevOps & 
SecDevOps 

Privileged 
Account 

Integrations 

IAM 
Integra-

tions 

2.1  Tenets of Zero Trust 
1. All data sources and computing services are 

considered resources. 
2. All communication is secured regardless of 

network location. 
3. Access to individual Enterprise resources is 

granted on a per-session basis. 
4. Access to resources is determined by dynamic 

policy. 
5. The enterprise monitors and measures the 

integrity and security posture of all owned and 
associated assets. 

6. All resource authentication and authorization are 
dynamic and strictly enforced before access is 
allowed. 

7. The enterprise collects as much information as 
possible about the current state of assets, network 
infrastructure, and communications and uses it to 
improve its security posture. 

 
 

 
 

 
 

  
 

 
 

 
 

 
 

  

2.2  Zero Trust View of a Network 
1. The entire enterprise private network is not 

considered an implicit trust zone. 
2. Devices on the network may not be owned or 

configurable by the enterprise. 
3. No resource is inherently trusted. 
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Section 
Core PAM Use Case 

Secure 
Privileged 
Accounts 

Least 
Privilege 

on 
Desktops 

Least 
Privilege 

on 
Servers 

Application 
Reputation 

Remote 
Access 

Network 
Devices 

& IoT 

Virtualization 
& Cloud 

DevOps & 
SecDevOps 

Privileged 
Account 

Integrations 

IAM 
Integra-

tions 

4. Not all enterprise resources are on enterprise-
owned infrastructure. 

5. Remote enterprise subjects and assets cannot 
fully trust their local network connection. 

6. Assets and workflows moving between enterprise 
and non-enterprise infrastructure should have a 
consistent security policy and posture. 

Section 3 - Logical Components of Zero Trust 
Architecture   
Documents the logical components, or building 
blocks, of ZT. It is possible that unique 
implementations compose ZTA components 
differently yet serve the same logical functionality. 
Core Components: Policy Engine (PE), Policy 
Administrator (PA), Policy Enforcement Point (PEP) 
Additional Components: Continuous Diagnostics and 
Mitigation (CDM) System, Industry Compliance 
System, Threat Intelligence Feed(s), Network and 
System Activity Logs, Data Access Policies, 
Enterprise Public Key Infrastructure (PKI), ID 
Management System, Security Information and 
Events Management (SIEM) System 
 

 
 

 
 

 
 

  
 

 
 

 
 

  

 

Section 3.1 – Variations of Zero Trust 
Architecture Approaches 
3.1.1 ZTA Using Enhanced Identity Governance 
3.1.2 ZTA Using Micro-Segmentation 
3.1.3 ZTA Using Network Infrastructure and 
Software Defined Perimeters 
 

 
 

 
 

 
 

  
 

 
 

   
 

 
 

Section 3.2 – Deployed Variations of the Abstract 
Architecture 
3.2.1 Device Agent/Gateway Deployment 
3.2.2 Enclave-Based Deployment 
3.2.3 Resource Portal-Based Deployment 
3.2.4 Device Application Sandboxing 

 
 

 
 

 
 

 
 

 
 

    

 

Section 3.3 – Trust Algorithm           
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Section 
Core PAM Use Case 

Secure 
Privileged 
Accounts 

Least 
Privilege 

on 
Desktops 

Least 
Privilege 

on 
Servers 

Application 
Reputation 

Remote 
Access 

Network 
Devices 

& IoT 

Virtualization 
& Cloud 

DevOps & 
SecDevOps 

Privileged 
Account 

Integrations 

IAM 
Integra-

tions 

• Access Request 
• Subject Database and History 
• Asset Database 
• Resource Policy Requirements 
• Threat Intelligence and Logs 
3.3.1 Trust Algorithm Variations 
• Criteria – versus Score-Based 
• Singular versus Contextual 

       

Section 3.4 – Network/Environment Components 
There should be a separation (logical or possibly 
physical) of the communication flow used to perform 
the actual work of the organization. 
Network Requirements to Support ZTA 
• Enterprise assets have basic network connectivity. 
• The enterprise must be able to distinguish between 
what assets are owned/managed by the enterprise 
and devices’ current security posture. 
• The enterprise can observe all network traffic. 
• Enterprise resources should not be reachable 
without accessing a PEP. 
• Data plane & control plane are logically separate. 
• Enterprise assets can reach the PEP component. 
• The PEP is the only component that accesses the 
policy administrator as part of a business flow. 
• Remote enterprise assets should be able to access 
enterprise resources without needing to traverse 
enterprise network infrastructure first. 
• The infrastructure used to support ZTA access 
decision process should be made scalable to 
account for changes in process load. 
• Enterprise assets may not be able to reach certain 
PEPs due to policy or observable factors. 

 
 

 
 

 
 

 
 

 
 

  
 

  

 

Section 4 - Deployment Scenarios/Use Cases 
Lists some possible use cases where a ZTA may 
make enterprise environments more secure and less 
prone to successful exploitation. These include 
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Section 
Core PAM Use Case 

Secure 
Privileged 
Accounts 

Least 
Privilege 

on 
Desktops 

Least 
Privilege 

on 
Servers 

Application 
Reputation 

Remote 
Access 

Network 
Devices 

& IoT 

Virtualization 
& Cloud 

DevOps & 
SecDevOps 

Privileged 
Account 

Integrations 

IAM 
Integra-

tions 

enterprises with remote employees, cloud services, 
and guest networks. 
4.1 Enterprise with Satellite Facilities 
4.2 Multi-Cloud/Cloud-to-Cloud Enterprise 
4.3 Enterprise with Contracted Services  
4.4 Collaboration Across Enterprise Boundaries 
4.5 Enterprise with Public- or Customer-Facing 
Services 
Section 5 – Threats Associated with Zero Trust 
Architecture  
Discusses threats to an enterprise using a ZTA. 
Many of these threats are similar to any architected 
networks but may require different mitigation 
techniques.  
5.1 Subversion of ZTA Decision Process 
5.2 Denial-of-Service or Network Disruption 
5.3 Stolen Credentials/Insider Threat 
5.4 Visibility on the Network 
5.5 Storage of System and Network Information 
5.6 Reliance on Proprietary Data Formats or 
Solutions 
5.7 Use of Non-Person Entities (NPE) in ZTA 
Administration 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

  

Section 6 – Zero Trust Architecture and Possible 
Interactions with Existing Federal Guidance 
Discusses how ZTA tenets fit into and/or 
complement existing guidance for federal agencies. 
6.1 ZTA and NIST RISK Management Framework 
6.2 Zero Trust and NIST Privacy Framework 
6.3 ZTA and Federal Identity, Credential, and 
Access Management Architecture 
6.4 ZTA and Trusted Internet Connections 3.0 
6.5 ZTA and EINSTEIN (NCPS – Nation 
Cybersecurity Protection System) 
6.6 ZTA and DHS Continuous Diagnostics and 
Mitigations (CDM) Program 
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Section 
Core PAM Use Case 

Secure 
Privileged 
Accounts 

Least 
Privilege 

on 
Desktops 

Least 
Privilege 

on 
Servers 

Application 
Reputation 

Remote 
Access 

Network 
Devices 

& IoT 

Virtualization 
& Cloud 

DevOps & 
SecDevOps 

Privileged 
Account 

Integrations 

IAM 
Integra-

tions 

6.7 ZTA, Cloud Smart, and Federal Data Strategy 
 
 
 
 
 
 
 
 
Section 7 – Migrating to a Zero Trust 
Architecture presents the starting point for 
transitioning an enterprise (such as a federal 
agency) to a ZTA. This includes a description of the 
general steps needed to plan and deploy 
applications and enterprise infrastructure that are 
guided by ZT tenets. 
7.1 Pure Zero Trust Architecture 
7.2 Hybrid ZTA and Perimeter-Based Architecture 
7.3 Steps to Introducing ZTA to a Perimeter-Based 
Architected network 
7.3.1 Identify Actors on the Enterprise 
7.3.2 Identify Assets Owned by the Enterprise 
7.3.3 Identify Key Processes and Evaluate Risks 
Associated with Executing Process 
7.3.4 Formulating Policies for the ZTA Candidate 
7.3.5 Identify Candidate Solutions 
7.3.6 Initial Deployment and Monitoring 
7.3.7 Expanding ZTA 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 
Key 
 
 = Fully satisfies 
 = Partially satisfies 
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Core Zero Trust Logical Components 
 
 
Figure 1: Zero trust conceptional architecture diagram from NIST Special Publication 800-207, 
overlayed with BeyondTrust solutions.  
 

 
 
 
Below (next page) are the roles depicted in Figure 1 above, as described by NIST. We’ve also succinctly described how 
BeyondTrust solutions fulfill these components and roles.  
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Policy Engine (PE): The “brain” of a ZTA implementation and the components that ultimately evaluate resource 
access requests. The PE relies on information from the various data sources (access logs, threat intelligence, endpoint 
health, and network ID authentication, etc.).  
 
BeyondTrust’s open standards-based platform allows us to easily integrate with your existing Identity Provider. With the 
appropriate PE in place, BeyondTrust solutions can enforce those policies. 
 
Policy Administrator (PA): The executor function of the PE. The PA’s role is to establish, maintain and ultimately 
terminate sessions in the data plane between the subject and the resource. The PA, PE and PEP communicate on a 
logically (or physically) separate set of channels, called the control plane. The control plane is used to establish and 
configure the data plane channels used to send application traffic.  
 
BeyondTrust’s Privileged Access Management (PAM) reporting platform, BeyondInsight (BI), allows IT and Security 
teams to have a centralized management, reporting, and analytics console that provides unmatched visibility and control 
over privileged access activity. BI will empower your IT and Security team to: discover infrastructure, detect admin needs, 
manage access, reveal risks, and analyze threats. BI’s appliance-based deployment (available as virtual, physical or in 
cloud formats) enables your team to get up and running quickly, delivering value in days not weeks. 
 
Policy Enforcement Point (PEP): The component that applications, endpoints, etc. will interact with to be granted 
access permission to a resource. The PEP is responsible for gathering information for the PE and following the 
instructions issued by the PA to establish and terminate communication sessions. All data plane communications 
between enterprise resources must be managed by a PEP.  
 
BeyondTrust Password Safe (PS) unifies privileged password and privileged session management, providing secure 
discovery, management, auditing, and monitoring for any privileged credential, enabling complete control and 
accountability over privileged accounts. Password Safe enables finely-tuned and automatic password management and 
privilege approval controls, detailed session management (including real-time monitoring), and all the audit trail 
information and forensics needed to meet compliance requirements. 
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Information feeds (left and right): Sometimes called policy information points (PIPs). These are not “core” 
functional ZTA components themselves but are used to support the PE. These feeds include the set of codified policies, 
identity and endpoint attributes, environmental factors, and historical data used by the PE to generate resource access 
decisions.  
 
 
The BeyondTrust Platform 
 
The BeyondTrust Privileged Access Management (PAM) portfolio is an integrated solution set that provides visibility and 
control over the entire universe of privileges—identities, endpoints, and sessions. BeyondTrust provides the most 
practical, complete, and scalable approach to protecting privileged identities (human and machine), endpoints, and 
sessions by implementing comprehensive layers of security, control, and monitoring. In the Magic Quadrant for Privileged 
Access Management, Gartner named BeyondTrust as a leader for all PAM solution categories. BeyondTrust solutions also 
integrate with your SIEM, PKI, Service Desk, and many other solutions to help maximize your existing IT investments. 
 
Table 3 on the next page, maps the 7 Core Tenets of Zero Trust to these BeyondTrust solutions: 
 
• (PPM) Privileged Password Management - Enable automated discovery and onboarding of all privileged accounts, 

secure access to privileged credentials and secrets, and auditing of all privileged activities. 
 

• (SRA) Secure Remote Access - Apply least privilege and robust audit controls to all remote access required by 
employees, vendors, and service desks.   
 

• (EPM) Endpoint Privilege Management - Combine privilege management and application control to efficiently manage 
admin rights on Windows, Mac, Unix, Linux, and network devices, without hindering productivity. 

 
• (CSM) Cloud Security Management – Pinpoint and mitigate risks associated with cloud access permissions and 

entitlements across cloud / multicloud environments. 
 
 

 

https://www.beyondtrust.com/sem/gartner-magic-quadrant-pam
https://www.beyondtrust.com/sem/gartner-magic-quadrant-pam
https://www.beyondtrust.com/password-management
https://www.beyondtrust.com/solutions#secure-remote-access
https://www.beyondtrust.com/privilege-management
https://www.beyondtrust.com/cloud-privilege-broker
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Table 3 
 
 

Tenets of Zero Trust PPM SRA EPM CSM 
1. All data sources and computing services are considered resources     
2. All communication is secured regardless of network location 

    
3. Access to individual enterprise resources is granted on a per-session basis      
4. Access to resources is determined by dynamic policy—including the observable 

state of client identity, application/service, and the requesting asset—and may 
include other behavioral and environmental attributes 

    

5. The enterprise monitors and measures the integrity and security posture of all 
owned and associated assets     

6. All resource authentication and authorization are dynamic and strictly enforced 
before access is allowed 
 

    

7. The enterprise collects as much information as possible about the current state of 
assets, network infrastructure, and communications and uses it to improve its 
security posture 

  
 
  

 
Key 
 
 = Fully satisfies 
 = Partially satisfies 
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Next Steps for your Zero Trust Journey 
 
NIST’s guidelines provide a clear playbook for organizations on adopting zero trust principles. To build out modern 
architectures that align with zero trust, organizations often take a phased approach over time. Hybrid implementations are 
expected to continue, given the challenges of modernizing legacy systems that may be incompatible with a zero trust 
architecture. PAM solutions can be used as fundamental technologies to achieve zero trust goals. 
 
BeyondTrust can meet your organization where you are along your Zero Trust journey. Moving to a zero trust architecture 
will likely never start from scratch, but will involve a series of upgrades and changes over time. BeyondTrust’s flexible 
platform design provides unmatched Privileged Access Management capabilities to address a variety of use cases. Zero 
Trust is a big initiative to tackle – whether you are starting your journey to protect endpoints, identities, or access, we can 
help you mature your security posture while using the same infrastructure that’s already deployed. 
 
 
Additional Resources 
 
• Privileged Access Management is Essential to Zero Trust: A Candid Discussion with Government Cybersecurity 

Experts 
• How to Achieve the NIST Zero Trust Approach with Unix & Linux Remote Access 
• A Zero Trust Approach to Secure Access 
• A Zero Trust Approach to Windows & Mac Endpoint Security 
• A Zero Trust Security Model for Privileged Password Management 

  

https://www.beyondtrust.com/resources/whitepapers/privileged-access-management-is-essential-to-zero-trust
https://www.beyondtrust.com/resources/whitepapers/privileged-access-management-is-essential-to-zero-trust
https://www.beyondtrust.com/resources/whitepapers/how-to-achieve-the-nist-zero-trust-approach-with-unix-linux-remote-access
https://www.beyondtrust.com/resources/whitepapers/a-zero-trust-approach-to-secure-access
https://www.beyondtrust.com/resources/whitepapers/zero-trust-approach-to-windows-mac-endpoint-security
https://www.beyondtrust.com/resources/whitepapers/a-zero-trust-for-privileged-password-management
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ABOUT BEYONDTRUST 
 
BeyondTrust is the worldwide leader in intelligent identity and access security, empowering organizations to protect 
identities, stop threats, and deliver dynamic access to empower and secure a work-from anywhere world. Our integrated 
products and platform offer the industry’s most advanced privileged access management (PAM) solution, enabling 
organizations to quickly shrink their attack surface across traditional, cloud, and hybrid environments.  
 
BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from security threats, 
while creating a superior user experience and operational efficiencies. With a heritage of innovation and a staunch 
commitment to customers, BeyondTrust solutions are easy to deploy, manage, and scale as businesses evolve. We are 
trusted by 20,000 customers, including 75 of the Fortune 100, and a global partner network. Learn more at 
www.beyondtrust.com. 
 
Learn more at beyondtrust.com. 
 
            
 
 
 
 
 
 
 
 
 
 
 

http://www.beyondtrust.com/
http://www.beyondtrust.com/
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