
Password Safe Administration

MAXIMIZE ROI WITH BEYONDTRUST UNIVERSITY TRAINING  
BeyondTrust University training services are designed to maximize your investment in BeyondTrust technologies by educating your 

users on best practices for configuring and using our products. Superior training is part of our commitment to help you obtain the 

maximum benefit possible from the entire BeyondTrust solution. Our training options will give your organization the foundational 

knowledge needed to administer, configure, and utilize BeyondTrust for optimum performance. You can select from a variety of 

modular training courses to ensure your team receives relevant education.

BEYONDTRUST TRAINING FOR SECURITY 
PROFESSIONALS

The Password Safe Administration course is ideal for security 
professionals tasked with administering, monitoring, 
reporting and configuring  your unique BeyondTrust 
environment.  During the course, you will learn how to 
efficiently administer and configure Password Safe on an 
ongoing basis.

FLEXIBLE TRAINING OPTIONS: ON-SITE, 
VIRTUAL OR eLEARNING 
 
This 15-hour certification course is available for purchase in 
three different formats:
• Per individual student for our public virtual    

instructor-led course
• Per individual student for our interactive eLearning
• For one private course session for up to 10 learners 

(virtually or on-site)
Virtual instructor-led courses are delivered over 3 days in 
5-hour sessions  

All courses come with manuals, virtual lab environments, 
and access to BeyondTrust University’s education portal. 
Upon course completion, learners will earn up to 15 hours of 
Continuing Professional Education credits (CPE).

     

     
     KEY LEARNING OBJECTIVES

• Initial Configuration – learn how to configure  
Password Safe for your environment

• Onboarding Systems – discover new assets in your 
network and enable their management through  
Password Safe

• Session Usage – learn to use the Password Safe  
console to: request & approve sessions, enable  
session recording, and view sessions & reports

• Creating Workflow with Smart Rules – manage your 
workflow by adding directories, users, and machines 
through Smart Rules

• Additional Configuration – configure databases,  
Remote Apps, and SSH Keys

Recording and material reproduction rights are not included. Train-the-Trainer courses are also available.

GET CERTIFIED BY BEYONDTRUST
Participants who successfully complete the Privilege 

Management for Windows training are eligible to take the 
associated BeyondTrust Certification exam.
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PASSWORD SAFE ADMINISTRATION
For Security Professionals

Unit 1:
Laying the

 Foundation

LESSON 1: Introduction and Overview
LESSON 2: Deployment Options

LAYING THE 
FOUNDATION

LESSON 1: Functional Accounts and Password Rules
LESSON 2: Discovering and Adding Systems
LESSON 3: Smart Rules and Queries

FURTHER
 CONFIGURATION

Unit 2:
Discovering 

Your 
Environment

ONBOARDING 
& SESSIONS

LESSON 1: Mapping Dedicated Administrator Accounts
LESSON 2: Managing Windows Service Accounts
LESSON 3: Managing Database Accounts
LESSON 4: Configuring Remote Applications for Windows

Unit 3:
Managing Access

 

LESSON 1: Onboarding Systems
LESSON 2: Onboarding Managed Accounts
LESSON 3: Creating Access Policies
LESSON 4: Mapping End Users and Groups
LESSON 5: Requesting, Approving, and Viewing Sessions

Unit 4: 
Accessing
 Systems

Appendices Managing Unix and Linux Systems
Managing Cloud Platforms

ABOUT BEYONDTRUST
BeyondTrust is the worldwide leader in intelligent identity and access security, empowering organizations to protect identities, stop threats, 
and deliver dynamic access to empower and secure a work-from-anywhere world. Our integrated products and platform offer the industry’s 
most advanced privileged access management (PAM) solution, enabling organizations to quickly shrink their attack surface across traditional, 
cloud and hybrid environments.With a heritage of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to 
deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the Fortune 100, and a global partner 
network. Learn more at www.beyondtrust.com.
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