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BeyondTrust’'s Solutions Support Your

Compliance with the FBI's

Criminal Justice Information Services (CJIS)

Currently, many state and local governments are working towards CJIS compliance.
The CJIS security policy from the United States FBI mandates security controls for
entities that handle Criminal Justice Information (CJI) and use FBI CJIS systems to
perform many job functions. Meeting the requirements set forth by this policy
necessitates a comprehensive plan for protecting sensitive criminal justice
information from unauthorized access, disclosure, or altering.

The BeyondTrust portfolio of identity security solutions, including comprehensive
privileged access management (PAM), provides robust capabilities that can help
support agency alignment with CJIS requirements. Our customers rely on us to gain
cross-domain visibility and understanding of identities and entitlements, prevent
unauthorized access, detect and respond to threats, and manage and audit privileged
sessions. With BeyondTrust, agencies can elevate their identity security posture,
improve oversight of identities and access, and reduce the attack surface and blast
radius of attacks.

Key Outcomes and Benefits

Implement Least Privilege Access
Protect data and reduce potential for unauthorized access by removing admin
rights, enforcing least privilege, and implementing a just-in-time (JIT) access model.

Enforce Continuous Authentication
Prevent unauthorized access and protect against use of compromised accounts by
enforcing adaptive multi-factor authentication (MFA).

Gain Oversight of Privileged Activity
Support collection of forensics and compliance initiatives with granular privileged
session monitoring and reporting.

Enable Rapid Incident Response
Minimize damage and accelerate potential recovery by pinpointing security issues
with velocity and precision.

This document is informational and is intended to provide guidance on how organizations may use
BeyondTrust products to meet their own obligations under the FBI's Criminal Justice Information Services
(CJIS). BeyondTrust is not representing that we are subject to or compliant with CJIS.
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Client Success Stories

CITY OF DOTHAN

"BeyondTrust makes it easy to
make the case for prioritizing
security, especially for government
organizations concerned with
compliance and audit
requirements. All these years after
implementation, [using]
BeyondTrust is still one of only a
few CJIS-compliant options
available."

- Davis Hart, IT Division Manager -
Customer Service, City of Dothan
Read the case study.

To learn more or request a demo, visit www.beyondtrust.com or contact us at

www.beyondtrust.com/contact

BeyondTrust is the global identity security leader protecting Paths to Privilege™. Our identity-centric approach goes beyond securing privileges
and access, empowering organizations with the most effective solution to manage the entire identity attack surface and neutralize threats,

whether from external attacks or insiders.

BeyondTrust is leading the charge in transforming identity security to prevent breaches and limit the blast radius of attacks, while creating a
superior customer experience and operational efficiencies. We are trusted by 20,000 customers, including 75 of the Fortune 100, and our global

ecosystem of partners.

Learn more at www.beyondtrust.com.
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