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The information below is provided as a companion to the TX-RAMP Certification.

Cloud Service Name Cloud Service Provider URL
BeyondTrust: Endpoint Privilege 
Management

https://www.beyondtrust.com/privilege-
management/windows-mac

Cloud Service Description (200 words or less)
BeyondTrust Privilege Management for Windows & Mac pairs powerful least privilege management and 
application control capabilities, delivering fast, unmatched risk-reduction potential. Grant the right privilege 
to the right user or application, only when needed, and create a single audit trail. Operationalize quickly with 
QuickStart feature and simplified deployment models for fast time-to-value and streamlined compliance.

Highlighted Features

QuickStart Templates – Flexible workstyle templates for Windows and Mac let you immediately eliminate 
admin rights for everyone, even sysadmins

Trusted Application Protection – Prebuilt templates stop attacks involving trusted apps, catching bad scripts 
and infected email attachments immediately

Application Control – An automated whitelist and elegant exception handling give you total control over 
what users can install or run

Security Ecosystem Integrations – Built-in connectors to third-party solutions ensure rapid time to value and 
return on security investments

Privileged Threat Analytics – Correlate user behavior against asset vulnerability data and security intelligence 
to assess end-user risk

Enterprise Auditing & Reporting – Provide a single audit trail of all user activity to streamline forensics and 
simplify compliance
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