
How Vialto Secured a Global Enterprise with
Automated Identity and Access Management 

Vialto Partners’ mission is to lead and evolve the global mobility
industry through innovation and service excellence. We transform
global mobility for organizations and individuals around the globe,
elevating the experience for people moving and working anywhere
and everywhere. We bring together communities and cultures, driving
transformational growth, forging bonds that transcend borders, and
redefining what it means to be a citizen of the world.

Security automation allows brands to move faster and scale smarter, while juggling multiple responsibilities. 
At Vialto Partners, we have so much to accomplish that automation is the only way we can do it all. 
  
Vialto Partners is the biggest company you’ve never heard of. We are the world’s first tech-enabled, people-first,
global mobility company focused on cross-border compliance and risk assessment for tax, immigration, business
travel, rewards and compensation, and remote work. We’re located in 150 territories and 24 different time zones,
with 7,000 global team member experts across the Americas, Asia Pacific, the Middle East, and Europe. 
  
Despite our massive footprint, our Identity and Access Management (IAM) team is small. We have three engineers,
five analysts, and yours truly, to handle our daily workload. Having a 9-person team is both a competitive advantage
and a challenge. Being lean makes us more agile, but it also means we rely on technology to effectively scale and
cover our global footprint. That’s why we prioritize automation and leverage the most modern integrations possible. 
 
Better automation for a cloud-first team 

Our team was formed at Vialto Partners following a divestiture. The initial plan was for us to use a number of different
products for identity management, Privileged Access Management (PAM), and everything in between. Unfortunately,
those other solutions didn’t work that well, nor did they meet all of our requirements. In fact, when we spoke to a team
member who had experienced the prior tools firsthand, among other things, they told us they had enough time to go to
lunch, bake a full tray of cookies, or even work on taxes before they got connected to the privileged access
management system. 
  
That wasn’t what we wanted to hear. We had 9,000 internal identities across 10 cloud regions and 1.3 million customer
identities to manage, and we couldn’t afford lengthy wait times — or future issues with scalability and performance. 
  
With this in mind, we started shopping for a solution that offered stronger performance, a better user experience, more
efficient audit controls, and greater visibility into our vast user landscape — all from the cloud with global capabilities.

Products: Password Safe, Remote Support,
Endpoint Privilege Management for Windows &
Mac, AD Bridge
Company: Vialto Partners
Company Size: 7000
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C A S E  S T U D Y

A SaaS option with more capabilities than we could’ve imagined

When we found BeyondTrust, we discovered a strong company with numerous identity and access security
solutions. These solutions had better capabilities, stronger performance, and faster response time than our
existing option. Most importantly, BeyondTrust also offered amazing support to our global team. 
  
What’s more, they are a strong cloud provider, which met our requirement of using a software as a service
(SaaS) solution. Looking toward the future, we wanted to be able to contact our provider with our
requirements and have everything operating correctly in less than 24 hours without worrying about
procuring, paying for, and managing hardware. 

https://vialtopartners.com/
https://www.beyondtrust.com/resources/glossary/privileged-access-management-pam
https://www.beyondtrust.com/
https://www.beyondtrust.com/products
https://www.beyondtrust.com/products


BeyondTrust delivered. Within minutes of signing the contract, we were in production. It was a miracle
compared to setting up our own infrastructure, and that speed made all the difference. During the
Transition Services Agreement (TSA) period of our divestiture, speed and accuracy were two things that we
were looking for. BeyondTrust handled everything without breaking a sweat.

We chose a few different tools from BeyondTrust to satisfy our privileged access
space: 
  

Password Safe, a solution for managing privileged accounts / credentials and secrets, for accessing our
servers 

Endpoint Privilege Management (EPM), a solution for enforcing least privilege on endpoints and
applying application control, to make sure that individuals have no more access than necessary to do
their work 

Active Directory (AD) Bridge, a solution for extending AD capabilities to non-Windows systems, to
manage our Linux servers 

Remote Support, a solution to supercharge service desk security and productivity, so our end-user
computing folks and support teams can securely connect into devices and provide application support
as required 

Combined, these BeyondTrust solutions gave us what we needed to simplify and secure our environment. It
used to take up to ~30 minutes to connect to servers, and now, it takes just a few seconds. 

Audit-ready in no time at all 

One of the biggest improvements was our audit readiness. The audit process can vary depending on the
auditor, and while the team rarely knows what questions the auditor will ask, a couple of points always arise: 
  

Confirming that there is Role-Based Access used just for privileged access 
Checking for a “before, during, and after” evidence chain of the changes made within the privileged
environment 

  
With the previous privilege access management systems, those audits were not always easy to answer.
There wasn’t complete visibility, which made providing evidence of compliance a challenge. There were
always workarounds and exceptions to potentially skirt the system controls. 

Luckily, BeyondTrust Password Safe makes demonstrating those elements easy. We can see server
connection attempts and everything involved in the individual sessions. There is no way to bypass or
circumvent those controls, and no way for an auditor to poke a hole in it. With Password Safe, everything is
logged and recorded, so it’s easy to go in, retrieve what you need, and prepare for an audit in almost no time
at all. 
 
In one instance, we got on a conference call with an auditor and did a quick screen share. It was like the
proverbial picture painting a thousand words. The auditor saw the system in action, which made the process
a breeze. 
 
Another big advantage of using BeyondTrust has been our involvement with the German TISAX certification.
The auditors involved tell companies upfront: “You will not pass the first attempt.” The expectation is to get a
provisional entry, with a list of things to improve before becoming fully certified.

Vialto Partners was just getting off the ground when we applied for certification. Still, when we
demonstrated our capabilities in Password Safe — how we monitor and control server access and how we
manage privilege access — the auditor specifically asked about the solutions we use so they could use that
as the model for other companies going forward. 
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“Within minutes of signing the contract with BeyondTrust, we were in production.
It was a miracle compared to setting up our own infrastructure.” 

https://www.beyondtrust.com/products/password-safe
https://www.beyondtrust.com/products/password-safe
https://www.beyondtrust.com/privilege-management
https://www.beyondtrust.com/products/active-directory-bridge
https://www.beyondtrust.com/products/remote-support


We were the first company to achieve TISAX certification on our first attempt. Our controls were so solid
that we passed the certification on the first try, something that was previously unheard of for other
companies. That felt pretty damn good. 

Enhancing self-service capabilities without the risk 

We operate a 100% cloud environment, and using AD Bridge means we can centrally manage our Linux
servers alongside the Windows servers. This unified management gives us better visibility and control over
privileged access across our entire server infrastructure, which is important for security and compliance. 
 
Even though we’ve gained much more control over our environment, we still need to empower our team
members to be self-sufficient. Our tax professionals provide a good example. We have a plethora of tax
professionals working everywhere we operate, and they have their preferred tax tools. Once the user
completes an SDLC approval process, BeyondTrust Endpoint Privilege Management (EPM) allows the team
to securely elevate privileges on a just-in-time basis so they can download/upload the software they need
to serve clients, without waiting on IT. 

At the same time, BeyondTrust ensures that access remains tightly controlled. EPM automatically blocks
unauthorized installation attempts and routes legitimate requests through an approval workflow. This lets
us validate business need before granting admin rights, and we deny 90% of those requests, helping us
prevent unnecessary software installations while maintaining productivity and compliance.  
 
 Whenever users need help and can’t self-serve, we turn to Remote Support. Once the user supplies our
help desk team member with the token from Endpoint Privilege Management, support staff can log into
their desktop and install a specific software or application, or resolve an issue. It’s just another way we
keep our colleagues up and running worldwide. 
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“We were the first company to achieve TISAX certification on our first attempt. Our
controls were so solid, that we passed the certification on the first try, something
that was previously unheard of for other companies. That felt pretty damn good.” 

Worry-free security worldwide  

We started the partnership with BeyondTrust at a potentially chaotic time, but BeyondTrust allowed us to
continue operations without worrying about security. The constant updates, vulnerability management,
hardware and performance issues — we don’t worry about any of that anymore. BeyondTrust takes care of
it all, leaving us free to ensure our customers can access the privileged assets they need. 
  
Just as importantly, BeyondTrust shares our values. We believe in service excellence, global mobility, and
industry innovation for the good of our clients. We were lucky enough to partner with an organization with
the same core beliefs, and, as a result, can work stronger together to make these beliefs a reality. 

“The constant updates, vulnerability management, hardware and performance issues — we
don’t worry about any of that anymore. BeyondTrust takes care of it all.”

BeyondTrust is the global identity security leader protecting Paths to Privilege™. Our identity-centric approach goes

beyond securing privileges and access, empowering organizations with the most effective solution to manage the

entire identity attack surface and neutralize threats, whether from external attacks or insiders.

BeyondTrust is leading the charge in transforming identity security to prevent breaches and limit the blast radius of

attacks, while creating a superior customer experience and operational efficiencies. We are trusted by 20,000

customers, including 75 of the Fortune 100, and our global ecosystem of partners.

Learn more at beyondtrust.com 

http://www.beyondtrust.com/
http://www.beyondtrust.com/

