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Smart Card Authentication 
With PowerBroker Password Safe 

Introduction  
Smart Cards can be used to authenticate a PowerBroker Password Safe User. This guide was 
written with the understanding that you have a working knowledge of PKI, Certificate Based 
Authentication, and IIS.  To configure Smart Card authentication for a User in Password Safe, 
follow these steps. 

Configure Smart Card Authentication in BeyondInsight 
1. Open up your web browser.   
2. Enter the URL, https://<servername>/eEye.RetinaCS.Server.Logon to BeyondInsight 

using an account that can make changes to the BeyondInsight Configuration. 
3. Go to the Configuration tab. 
4. Then select the Authentication tab. 
5. Select the check box beside Enable Smart Cards. 

 

 

Verify the Server Certificate 
During the BeyondInsight install, self-signed certificates are created for Client Authentication 
and Server Authentication.  These certificates will be placed in your Personal Certificates Store, 
and will show as Issued By eEyeEmsCA.  In order to authenticate using Smart Cards, the server 
where BeyondInsight is running will need a certificate that was issued from the local Certificate 
Authority.  You will need to verify your server has the correct certificates issued before 
continuing this guide. 

 

https://www.beyondtrust.com/products/powerbroker-password-safe/
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Verify the Web Server Certificate 
During the BeyondInsight install, a Web Server certificate was created.  This certificate will need 
to be replaced with a Domain Certificate.  

To verify you have domain certificate issued to the Web Server, do the following: 

1. Open IIS. 
2. Select the name of your Web Server on the left side of the screen. 
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3. On the far right side, select Server Certificates. 

 
 

4. Verify you have an issued Domain Certificate.  If you do not see one listed, you will need 
to request one from your Certificate Authority.   

 

 

The Default Web Site Bindings 
Now that we have an issued Domain Certificate, we will need to edit the bindings of the Default 
Web Site and replace the self-signed certificate.  To do this, follow these steps: 

1. Open IIS. 
2. On the left side of the screen, expand Sites and highlight Default Web Site. 
3. Right-click Default Web Site and select Edit Bindings from the drop-down menu. 
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4. Highlight https and select Edit. 

 
 

5. At the bottom you will see the currently assigned SSL certificate.  Either click the Select 
button and then highlight the Domain Issued certificate and click OK, or use the drop-
down menu. 
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BeyondInsight Configuration 
The next step will be to go into the BeyondInsight Configuration to make it use the Domain 
Issued certificate.  To do this, follow these steps: 

1. In All Programs navigate to BeyondInsight Configuration.  Depending on your operating 
system, there are various ways to accomplish this.  The default path is:  "C:\Program 
Files (x86)\eEye Digital Security\Retina CS\REMEMConfig.exe" 

 

2. When the BeyondInsight Configuration opens, scroll down until you see Web Service.  
Under Web Service you will see SSL Certificate.  Using the drop-down menu, select the 
Domain Issued certificate.  Now click Apply. 
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Password Safe 

Now that we have the correct certificates applied, we can open up a web browser and go to the 
URL,  https://<servername>/eEye.RetinaCS.Server/PasswordSafe .  You will be prompted to 
select your certificate and enter your pin 
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You will now be logged into Password Safe.  The connection should now be secure.  If not, see 
the troubleshooting section below. 
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Troubleshooting 
If you are receiving any errors, like the one below, when you open up the web browser and try 
to go to the Password Safe, follow these steps: 

 

1. Open up your browser settings and go to Certificates.  This will vary depending on your 
browser.  

2. Go to Intermediate Certification Authorities tab and verify your Certificate Authorities 
certificates are listed.  As you can see below, I have my Root-CA and Sub-CA listed. 
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3.  Go the Trusted Root Certification Authorities and verify that your Root-CA is listed. 

 

 

If the correct certificates are not listed, you will need to import them.  If you are still having 
issues, verify that you have followed all the steps listed above in order, and correctly. 

Customer Support 
For more information, the BeyondTrust Support organization is available 24/7/365 to ensure 
the success of your BeyondTrust product and solution deployment. 

Contact Support | Customer Portal  

 

https://www.beyondtrust.com/support/
https://beyondtrustsecurity.force.com/customer/login
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About BeyondTrust 

 

 

BeyondTrust® is a global security company that believes preventing data breaches requires 
the right visibility to enable control over internal and external risks.  

We give you the visibility to confidently reduce risks and the control to take proactive, 
informed action against data breach threats. And because threats can come from 
anywhere, we built a platform that unifies the most effective technologies for addressing 
both internal and external risk: Privileged Account Management and Vulnerability 
Management. Our solutions grow with your needs, making sure you maintain control no 
matter where your organization goes. 

BeyondTrust's security solutions are trusted by over 4,000 customers worldwide, including 
over half of the Fortune 100. To learn more about BeyondTrust, please visit 
www.beyondtrust.com. 

 

http://www.beyondtrust.com/Products/BeyondInsight
http://www.beyondtrust.com/Products/PrivilegedAccountManagement
http://www.beyondtrust.com/Products/VulnerabilityManagement
http://www.beyondtrust.com/Products/VulnerabilityManagement
http://www.beyondtrust.com/
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