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Introduction 
Strengthening the cyber security of federal networks, systems and data is one of the 
most important challenges facing government agencies. The government has taken a 
number of critical steps recently to protect information security assets, such as the 
implementation of the Continuous Diagnostic and Mitigation (CDM) program.  

The CDM program enables the Department of Homeland Security (DHS), along with 
federal, state, local, regional, and tribal governments, with the ability to enhance and 
further automate their existing continuous network monitoring capabilities, correlate 
and analyze critical security-related information, and enhance risk-based decision 
making at the agency and federal enterprise level.  The CDM program benefits 
participating agencies by helping to identify security issues so that they can develop 
better remediation strategies and priorities.    

The CDM program provides capabilities and tools that enable network administrators 
to know the state of their respective networks at any given time, by identifying and 
ranking problems for priority resolution. Continually monitoring networks for flaws and 
anomalies will alert network managers to attacks and intrusions, thereby enabling 
faster responses to fix vulnerabilities that allow attacks.  

BeyondTrust privileged access management and vulnerability management solutions 
address more than half of the functional areas of CDM. Our solutions are integrated 
into a modular framework, best in class, technically proven, and backed by industry 
analyst recognition. The BeyondTrust IT Risk Management platform can be 
configured for vulnerability management privileged account management, or both. No 
matter where they begin, your customers have access to powerful, integrated 
platform that can be extended and augmented as their needs evolve – providing you 
with a clear path for additional services and consulting opportunities. 

  

https://www.beyondtrust.com/products/powerbroker/
https://www.beyondtrust.com/products/retina/
https://www.beyondtrust.com/products/beyondinsight/
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CDM Program Details 

Functional Area BeyondTrust Applicability 

1. Hardware Asset Management:  
Discover unauthorized or unmanaged 
hardware on a network. 

Retina CS provides zero-gap coverage, discovering and 
assessing any IT resource in the organization including 
network, web, mobile, cloud and virtual infrastructures. 
Having this zero-gap coverage reduces risk by ensuring 
that no assets are left unprotected. 2. Software Asset Management:  Discover 

unauthorized or unmanaged software 
configuration items (SWCI) in IT assets 
on a network. In addition, a complete, 
accurate, and timely software inventory 
is essential to support awareness and 
effective control of software 
vulnerabilities and security configuration 
settings. 

3. Configuration Management: Reduce 
misconfiguration of IT assets, including 
misconfigurations of hardware devices 
(to include physical, virtual, and 
operating system) and software. Over 
80% of known vulnerabilities are 
attributed to misconfiguration and 
missing patches. 

When leveraged as part of the Retina CS Enterprise 
Vulnerability Management solution, the Configuration 
Compliance Module streamlines auditing and reporting 
against industry configuration guidelines and best 
practices. 

• Integrated templates for operating systems and 
applications from FDCC, NIST, STIGS, CIS and 
Microsoft 

• Audit configurations against internal policies, industry 
regulations, or recommended best practices 

• Centralize reporting for simple monitoring and 
streamlined regulatory compliance 

• Integrated data warehouse technology for long term-
trending, analytics and reporting 

4. Vulnerability Management:  To discover 
and support remediation of 
vulnerabilities in IT assets on a network. 
Vulnerability management is the 
management of risks presented by 
known software weaknesses that are 
subject to exploitation. The vulnerability 
management function ensures that 
mistakes and deficiencies are identified. 

Retina CS provides security professionals with 
vulnerability assessment and risk analysis in context. 
Retina enables teams to proactively identify security 
exposures, analyze business impact, and plan and 
conduct remediation across network, web, mobile, cloud 
and virtual infrastructures, and communicate that risk to 
operations and compliance teams to reduce risk.  
 

https://www.beyondtrust.com/products/retina-cs/
https://www.beyondtrust.com/products/retina-configuration-compliance-module/
https://www.beyondtrust.com/products/retina-configuration-compliance-module/
https://www.beyondtrust.com/products/retina-cs/
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6. Manager Trust in People (Granted 
Access):  Prevent insider attacks by 
carefully screening new and existing 
persons granted access for evidence 
that access might be abused. The 
Manage Trust in People Granted Access 
capability informs the Manage Account 
Access capability by providing 
background information and potential 
risk, or compromise, factors. These 
factors are used to determine if 
someone should be granted access, 
under the Manage Account Access 
capability, to certain resources (e.g., 
sensitive data).  

BeyondInsight Clarity is an advanced threat analytics 
capability that enables IT and security professionals to 
identify the data breach threats typically missed by other 
security analytics solutions. A standard capability of the 
BeyondInsight IT Risk Management platform, Clarity 
pinpoints specific, high-risk users and assets by 
correlating low-level privilege, vulnerability and threat 
data from a variety of BeyondTrust and 32 third-party 
solutions. 

7. Manage Security Related Behavior: 
Addresses the behavior of someone 
who has been granted access to IT 
devices and systems. Information from 
this capability feeds into the Manage 
Trust in People Granted Access 
capability where determinations will be 
made about someone’s suitability for 
continued access based, in part, on their 
behavior.   

 

BeyondInsight Clarity collects, correlates and analyzes 
user and asset activity data from several BeyondTrust 
and third-party solutions, including: 

• Privileged user and account activity data from 
desktops and servers 

• Privileged user and account activity from servers 

• Privileged password and session activity 

• IPS, IDS, anti-virus and firewall log data 

• Vulnerability data 

• Imported data from third-party solutions  

Together, this data pinpoints specific, high-risk users and 
assets.  

 

8. Manage Credentials and 
Authentication:  
The Manage Credentials and 
Authentication (MCA) Function is to 
prevent a) the binding of credentials to, 
or b) the use of credentials by other than 
the rightful owner (person or service) by 
careful management of credentials, 
preventing attackers from using hijacked 
credentials to gain unauthorized control 
of resources, especially administrative 

PowerBroker Password Safe automates password and 
privileged session management, providing secure 
access control, auditing, alerting, and recording for any 
privileged account – from local or domain shared 
administrator, to a user’s personal admin account (in the 
case of dual accounts), to service, operating system, 
network device, database (A2DB) and application (A2A) 
accounts – even to SSH keys and cloud accounts. By 
improving the accountability and control over privileged 
access, IT organizations can reduce security risks and 
achieve compliance objectives. PowerBroker Password 

https://www.beyondtrust.com/wp-content/uploads/ds-beyondinsight-clarity.pdf?
https://www.beyondtrust.com/products/beyondinsight/
https://www.beyondtrust.com/wp-content/uploads/ds-beyondinsight-clarity.pdf?
https://www.beyondtrust.com/products/powerbroker-password-safe/
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rights. The MCA capability ensures that 
account credentials are assigned to, and 
used by, authorized people.  

Safe will enable you to: 

• Automate the process to discover and profile all 
known and unknown assets, shared accounts, user 
accounts, and service accounts helping IT to get 
control 

• Audit shared account access, helping to meet 
password protection and audit regulations for 
compliance mandates 

• Randomize and rotate passwords on a scheduled 
basis or upon check-in to reduce the risk of 
passwords leaving the organization 

• Identify assets with common traits and automatically 
placing them under Password Safe management via 
Smart Rules to reduce the number of attack surfaces 

9. Manage Account Access: Prevent 
access beyond what is needed to meet 
business mission by limiting account 
access and eliminating unneeded 
accounts to prevent attackers from 
gaining unauthorized access to sensitive 
data. The MAA capability will assign 
access to computing resources based, 
in part, on their level of trustworthiness 
(as determined in Tool Functional Area 
6). 

PowerBroker for Windows, PowerBroker for Mac, and 
PowerBroker for Unix & Linux reduce the risk of privilege 
misuse on physical and virtual Microsoft Windows 
desktops and Mac desktops, and Unix and Linux servers. 
By eliminating administrator privileges, delegating 
access, simplifying the enforcement of least privilege 
policies, maintaining application access control, and 
logging privileged activities, IT closes security gaps, 
improves operational efficiency, and achieves 
compliance objectives faster. PowerBroker enables you 
to: 

• Grant privileges to applications and tasks – not users 
– without providing administrator credentials, helping 
IT to achieve the best practice of least privilege 
access control and closing potential security gaps 

• Eliminate local admin privileges from desktop 
machines, gaining control over user privileges 

• Eliminate the sharing of root 

• Assign only the required privileges to specific 
applications, rather than giving those privileges to the 
user 

• Reduce the attack surface while stopping malware 
before it is installed by ensuring users are only 
running approved applications with the proper 
privileges 

• Provide a technique for using real domain or local 
privileges when required, helping to solve the 

https://www.beyondtrust.com/products/powerbroker-for-windows/
https://www.beyondtrust.com/products/powerbroker-for-mac/
https://www.beyondtrust.com/products/powerbroker-for-unix-linux/
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problem of remote password change requests 

• Deliver comprehensive audit and reporting 
capabilities including Vulnerability-Based Application 
Management, as well as session, event, and file 
integrity monitoring to protect the applications that 
house important data 

• Meet internal and external compliance needs by 
ensuring all users log on with a standard user 
account, and monitor their activities 

• Utilize the BeyondInsight IT Risk Management 
Platform, so security and IT teams can enforce 
standard user access on desktops and servers, 
elevate only the applications and tasks requiring 
administrative access, and report on findings – 
regardless of the size of the organization and through 
a single pane of glass. 

 

The BeyondTrust IT Risk Management Platform for Federal 
Agencies 
The BeyondTrust IT Risk Management platform helps agencies fulfill CDM 
requirements through its integrated suite of IT security solutions that reduce user-
based risk and addresses security exposures. The platform provides IT security 
leaders with a single view of all assets and user activity. With behavioral analytics to 
understand anomalies, compliance reporting, and the ability to leverage third-party 
data, the platform reduces risks while helping to maximize the value of existing 
security investments. Available in software and hardware appliance formats, the 
BeyondTrust platform integrates two foundational security methodologies:  

PRIVILEGED ACCOUNT MANAGEMENT 

BeyondTrust Privileged Account Management solutions close the gap between IT 
security requirements and user enablement. With BeyondTrust, security and IT 
operations teams gain a comprehensive privileged account management solution, 
deep analytical insights for better decision-making, and extensibility across the 
security landscape. As a result, your organization reduces IT security risks, simplifies 
compliance, and maintains user productivity. 

  

https://www.beyondtrust.com/products/beyondinsight/
https://www.beyondtrust.com/products/powerbroker/
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VULNERABILITY MANAGEMENT 

BeyondTrust Vulnerability Management solutions provide security professionals with 
vulnerability assessment and risk analysis in context. With BeyondTrust, IT teams can 
proactively identify security exposures, analyze business impact, and plan and 
conduct remediation across network, web, mobile, cloud and virtual infrastructures, 
and communicate that risk to operations and compliance teams to reduce risk. 

  

https://www.beyondtrust.com/products/retina/
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About BeyondTrust 

 

BeyondTrust® is a global cyber security company that believes preventing data 
breaches requires the right visibility to enable control over internal and external 
risks.  

We give you the visibility to confidently reduce risks and the control to take 
proactive, informed action against data breach threats. And because threats can 
come from anywhere, we built a platform that unifies the most effective 
technologies for addressing both internal and external risk: Privileged Account 
Management and Vulnerability Management. Our solutions grow with your needs, 
making sure you maintain control no matter where your organization goes. 

BeyondTrust's security solutions are trusted by over 4,000 customers worldwide, 
including half of the Fortune 100. To learn more about BeyondTrust, please visit 
www.beyondtrust.com. 

 

http://www.beyondtrust.com/Products/BeyondInsight
http://www.beyondtrust.com/Products/PrivilegedAccountManagement
http://www.beyondtrust.com/Products/PrivilegedAccountManagement
http://www.beyondtrust.com/Products/VulnerabilityManagement
http://www.beyondtrust.com/
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